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ɺʣʘʜʠʤʠʨ ʀʣʠʙʤʘʥ
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ʆ ʯʝʤ ʧʦʡʜʝʪ ʨʝʯʴ?

Áʊʝʥʜʝʥʮʠʠ
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ

Áʉʪʨʘʪʝʛʠʷ Cisco Self-Defending Network 3.0

Áɿʘʱʠʪʘ ʧʣʘʪʝʞʥʦʡ ʠʥʬʦʨʤʘʮʠʠ 

Áɿʘʱʠʪʘ ʧʨʦʤʳʰʣʝʥʥʦʛʦ ʧʨʝʜʧʨʠʷʪʠʷ

Áɿʘʱʠʪʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ

Áʀʥʪʝʛʨʘʮʠʷ ʬʠʟʠʯʝʩʢʦʡ ʠ IT-ʙʝʟʦʧʘʩʥʦʩʪʠ
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ʊʝʥʜʝʥʮʠʠ
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 
ʙʝʟʦʧʘʩʥʦʩʪʠ
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ʌʘʢʪʦʨʳ ʚʣʠʷʥʠʷʥʘʨʘʟʚʠʪʠʝ ʀɹ

Áʈʘʟʚʠʪʠʝ ʭʘʢʝʨʩʢʠʭ ʪʝʭʥʦʣʦʛʠʡʠ ʫʛʨʦʟ

Áʈʘʟʚʠʪʠʝ ʀʊ

Áʉʪʨʝʤʣʝʥʠʝ ʫʤʝʥʴʰʠʪʴ ʨʠʩʢʠ

Áʅʦʨʤʘʪʠʚʥʳʝ ʪʨʝʙʦʚʘʥʠʷ (compliance)

Áɸʫʜʠʪ

Áʊʨʝʙʦʚʘʥʠʷ ʙʠʟʥʝʩʘ
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ʍʘʢʝʨʩʢʠʝ ʪʝʭʥʦʣʦʛʠʠ
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ʋʛʨʦʟʳʩʪʘʥʦʚʠʪʩʷ 
ʩʫʱʝʩʪʚʝʥʥʦ ʩʣʦʞʥʝʝ 
ʦʙʥʘʨʫʞʠʚʘʪʴ ʠ ʦʪʨʘʞʘʪʴ
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ʌʀʅɸʅʉʓ:
ʋʪʝʯʢʠ& ʋʱʝʨʙ

ʉʃɸɺɸ:
ʏʝʨʚʠ ʠ ʰʧʠʦʥʳ

ʀɿɺɽʉʊʅʆʉʊʔ:
ɹʘʟʦʚʳʝ ʘʪʘʢʠ ʠ ʚʠʨʫʩʳ

2007 2010

ʉʜʚʠʛ ʧʘʨʘʜʠʛʤʳ
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ʇʠʩʘʪʝʣʴ
ʉʨʝʜʥʝʝ ʟʚʝʥʦɺʪʦʨʘʷ

ʚʦʣʥʘ
ʇʝʨʚʘʷ 
ʚʦʣʥʘ

ʈʝʟʫʣʴʪʘʪ

Spyware

ɺʠʨʫʩʳ

ʊʨʦʷʥʳ

ʏʝʨʚʠ

Malware 
Writers

ɺʥʫʪʨʝʥʥʷʷ 
ʫʪʝʯʢʘ/ 
ʅʘʨʫʰʝʥʠʝ 
ʧʨʠʚʠʣʝʛʠʡ

ɿʘʭʚʘʪ 
ʠʥʬʦʨʤʘʮʠʠ

ɿʘʭʚʘʪ ʤʘʰʠʥ ʐʘʥʪʘʞDDoS

ʉʧʘʤʝʨ

ʌʠʰʝʨ

ʌʘʨʤʝʨ/
ʧʝʨʝʭʚʘʪ DNS

ʂʨʘʞʘ Identity

ʂʦʤʧʨʦʤʝʪʘʮʠ
ʷ ʫʟʣʘ ʠʣʠ 
ʧʨʠʣʦʞʝʥʠʷ

ʉʦʟʜʘʥʠʝ 
ʙʦʪʩʝʪʝʡ

ʋʧʨʘʚʣʝʥʠʝ 
ʙʦʪʩʝʪʷʤʠ

ʇʝʨʩʦʥʘʣʴʥʘʷ 
ʠʥʬʦʨʤʘʮʠʷ

ʇʨʦʜʘʞʘ 
ʠʥʬʦʨʤʘʮʠʠ

ʂʨʘʞʘ IP-
ʘʜʨʝʩʦʚ

ʋʪʝʯʢʘ

ʐʧʠʦʥʘʞ

ɺʳʤʦʛʘʪʝʣʴʩʪ
ʚʦ
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Sales
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ʄʦʰʝʥʥʠʯʝʩʪʚ
ʦ ʩ ʢʣʠʢʘʤʠ

ʌʠʥʘʥʩʦʚʦʝ 
ʤʦʰʝʥʥʠʯʝʩʪʚ

ʦ

ʉʪʨʫʢʪʫʨʠʨʦʚʘʥʥʘʷ ʫʛʨʦʟʘ

Tool Writers
ʍʘʢʝʨ / ʧʨʷʤʘʷ

ʘʪʘʢʠ
ʉʣʘʚʘ
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ʈʘʟʚʠʪʠʝ ʀʊ

Áʄʦʙʠʣʴʥʳʡ ʠʣʠ ʚʠʨʪʫʘʣʴʥʳʡ ʦʬʠʩ

Áʆʪʢʨʳʪʳʝ ʩʝʪʠ Č ʨʘʟʤʳʪʳʡ ʧʝʨʠʤʝʪʨ

Áɹʝʩʧʨʦʚʦʜʥʳʝ ʩʝʪʠ ʠ ʩʝʪʠ ʪʨʝʪʴʝʛʦ ʧʦʢʦʣʝʥʠʷ

Áʇʦʨʪʘʪʠʚʥʳʝ ʠ ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ

Áʉʝʨʚʠʩʥʘʷ ʤʦʜʝʣʴ

Áʈʦʩʪ ʰʠʨʦʢʦʧʦʣʦʩʥʦʛʦ ʀʥʪʝʨʥʝʪ-ʜʦʩʪʫʧʘ

Áʅʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ïSOA, RFID, Web-ʩʝʨʚʠʩʳ, Web 
2.0 (wiki, RSS, ʩʦʮʠʘʣʴʥʳʝ ʩʝʪʠ, ʙʣʦʛʠ), 
ʫʥʠʬʠʮʠʨʦʚʘʥʥʳʝ ʢʦʤʤʫʥʠʢʘʮʠʠ, ʩʠʩʪʝʤʳ 
ʭʨʘʥʝʥʠʷ
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ʈʘʟʚʠʪʠʝ ʙʠʟʥʝʩʘ

Áɺʦʟʨʘʩʪʘʥʠʝ ʨʦʣʠ ʀʊ

Áʇʦʧʳʪʢʠ ʠʟʤʝʨʝʥʠʷ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʚʩʝʭ ʧʨʦʮʝʩʩʦʚ 
ʚ ʢʦʤʧʘʥʠʠ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʙʠʟʥʝʩʘ

ÁIT ʢʘʢ ʠʥʩʪʨʫʤʝʥʪ ʦʙʝʩʧʝʯʝʥʠʷ ʚʥʫʪʨʝʥʥʝʡ 
ʧʨʦʟʨʘʯʥʦʩʪʠ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ 

Áʋʧʨʘʚʣʝʥʠʝ ʨʠʩʢʘʤʠ

Áʆʙʝʩʧʝʯʝʥʠʝ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʙʠʟʥʝʩʘ

ÁCompliance

Áɻʣʦʙʘʣʠʟʘʮʠʷ

Áʅʦʚʳʝ ʙʠʟʥʝʩ-ʤʦʜʝʣʠ

ɸʫʪʩʦʨʩʠʥʛ, ʦʬʬʰʦʨé
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ʆʪʩʫʪʩʪʚʠʝ ʧʨʦʟʨʘʯʥʦʩʪʠ ʫʧʨʘʚʣʝʥʠʷ
ʋʧʨʘʚʣʝʥʠʝ ʨʠʩʢʘʤʠ- ʟʘʜʘʯʘ ʢʘʞʜʦʛʦ

ʋʧʨʘʚʣʝʥʠʝ ʢʘʜʨʘʤʠ

ɹʝʟʦʧʘʩʥʦʩʪʴ ʠ ʦʭʨʘʥʘ 

ʪʨʫʜʘ ʩʦʪʨʫʜʥʠʢʦʚ

ʌʠʥʘʥʩʳ

ʉʣʦʞʥʳʝ ʤʝʞʜʫʥʘʨʦʜʥʳʝ 

ʪʨʝʙʦʚʘʥʠʷ ʩʦʦʪʚʝʪʩʪʚʠʷ 

ʠ ʦʪʯʝʪʥʦʩʪʠ

ɺʥʫʪʨʝʥʥʠʡ ʢʦʥʪʨʦʣʴ

ʅʝʧʦʣʥʳʡ ʘʥʘʣʠʟ ʨʠʩʢʦʚ

?

ʎʝʧʦʯʢʠ ʧʦʩʪʘʚʦʢ ɿʘʢʘʟʯʠʢʠ& ʇʘʨʪʥʝʨʳ

ʉʙʳʪ

ɺʳʩʦʢʠʡ 

ʢʨʝʜʠʪʥʳʡ ʨʠʩʢ

ʇʦʩʪʘʚʢʠ

çʏʝʨʥʳʡ 

ʩʧʠʩʦʢè 

ʧʦʩʪʘʚʱʠʢʦʚ

ʈʫʢʦʚʦʜʩʪʚʦ

ʅʝʧʦʣʥʘʷ ʢʘʨʪʠʥʘ 

ʨʠʩʢʦʚ ʢʦʤʧʘʥʠʠ

ʀʊʠ ʀɹ

ʋʪʝʯʢʘ ʜʘʥʥʳʭ& 

ʙʝʟʦʧʘʩʥʦʩʪʴ

ʉʦʚʝʪ ʜʠʨʝʢʪʦʨʦʚ

ʅʝʦʙʦʩʥʦʚʘʥʥʳʝ ʨʝʰʝʥʠʷ

ʀʥʬʨʘʩʪʨʫʢʪʫʨʘ

ʇʨʦʩʪʦʠ ʠ ʦʪʢʘʟʳ ʩʝʪʠ
ʀʊ ʠ ʀɹ

ʂʦʥʬʣʠʢʪʳ ʤʝʞʜʫ ʦʪʜʝʣʘʤʠ
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ʆʧʨʝʜʝʣʝʥʠʝ ʦʧʝʨʘʮʠʦʥʥʦʛʦ ʨʠʩʢʘ ʚ 
"ɹʘʟʝʣʴ II"

ʆʧʨʝʜʝʣʷʝʪʩʷ ʢʘʢ ʨʠʩʢ ʫʙʳʪʢʦʚ, 

ʚʦʟʥʠʢʘʶʱʠʭ ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʥʝʥʘʜʣʝʞʘʱʠʭ ʚʥʫʪʨʝʥʥʠʭ 

ʧʨʦʮʝʩʩʦʚ, ʢʘʜʨʦʚʳʭ ʨʝʩʫʨʩʦʚ 

ʠʣʠ ʩʠʩʪʝʤ, ʠʣʠ ʠʭ ʦʪʢʘʟʘ, ʘ 

ʪʘʢʞʝ ʚʥʝʰʥʠʭ ʩʦʙʳʪʠʡ

(ɹʘʟʝʣʴ II)

ʆʇɽʈɸʎʀʆʅʅʓʁ ʈʀʉʂ

ɿʣʦʫʧʦʪʨʝʙʣʝʥʠʝ 

ʧʦʣʥʦʤʦʯʠʷʤʠ

ʅʝʥʘʜʣʝʞʘʱʠʝ 

ʧʨʦʮʝʜʫʨʳ 

ʢʦʥʪʨʦʣʷ

ɺʥʫʪʨʝʥʥʠʝ/ 

ʚʥʝʰʥʠʝ ʢʨʘʞʠ

ʅʝʢʦʨʨʝʢʪʥʘʷ / 

ʥʝʧʦʣʥʘʷ / 

ʫʩʪʘʨʝʚʰʘʷ ʙʘʟʘ 

ʜʘʥʥʳʭ MIS

ʉʫʜʝʙʥʳʝ 

ʨʘʟʙʠʨʘʪʝʣʴʩʪʚʘ, 

ʥʘʯʘʪʳʝ ʧʨʦʪʠʚ 

ʢʦʤʧʘʥʠʠ

ʅʝʚʳʧʦʣʥʝʥʠʝ 

ʪʨʝʙʦʚʘʥʠʡ 

ʨʝʛʫʣʠʨʫʶʱʠʭ 

ʦʨʛʘʥʦʚ

ʋʪʨʘʪʘ 

ʢʣʶʯʝʚʳʭ 

ʨʘʙʦʪʥʠʢʦʚ ʠʣʠ 

ʮʝʣʳʭ ʦʪʜʝʣʦʚ

ʇʦʞʘʨ ʠʣʠ 

ʟʝʤʣʝʪʨʷʩʝʥʠʝ

ʅʝʧʦʣʥʳʝ/ 

ʥʝʥʘʜʣʝʞʘʱʠʝ 

ʙʠʟʥʝʩ-ʧʨʦʮʝʜʫʨʳ

ʆʪʢʘʟʳ ʀʊ-

ʩʠʩʪʝʤ ʠ ʩʝʪʝʡ

11É 2003 Cisco Systems, Inc. ʉ ʩʦʭʨʘʥʝʥʠʝʤ ʚʩʝʭ ʧʨʘʚ.
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Compliance ïʭʦʨʦʰʦ ʠʣʠ ʧʣʦʭʦ?

ÁPCI DSS, ISO 27001, ISO 17799 (ISO 27002), SoX, 

Áɿʘʢʦʥ "ʆ ʟʘʱʠʪʝ ʠʥʬʦʨʤʘʮʠʠ ʚ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ ʩʠʩʪʝʤʘʭ" 

Áɿʘʢʦʥ ñʇʨʦ ʙʘʥʢʠ ʽ ʙʘʥʢʽʚʩʴʢʫ ʜʽʷʣʴʥʽʩʪʴò 

Áʇʨʦʝʢʪ ʟʘʢʦʥʘ çʇʨʦ ʟʘʭʠʩʪ ʧʝʨʩʦʥʘʣʴʥʠʭ ʜʘʥʠʭè

Áʇʨʠʢʘʟʳ ɼʉʉʊɿɿI

Áʉ ʪʦʯʢʠ ʟʨʝʥʠʷ ʪʨʘʜʠʮʠʦʥʥʦʡ ʀɹ ʥʝʦʙʭʦʜʠʤʦ ʙʝʟʦʛʦʚʦʨʦʯʥʦ 
ʚʳʧʦʣʥʷʪʴ ʪʨʝʙʦʚʘʥʠʷ ʪʝʭ ʠʣʠ ʠʥʳʭ ʪʨʝʙʦʚʘʥʠʡ

Áʉ ʪʦʯʢʠ ʟʨʝʥʠʷ ʫʧʨʘʚʣʝʥʠʷ ʨʠʩʢʘʤʠ ʣʶʙʦʝ ʪʨʝʙʦʚʘʥʠʝ ʜʦʣʞʥʦ 
ʦʮʝʥʠʚʘʪʴʩʷ ʢʘʢ ʧʦʪʝʥʮʠʘʣʴʥʳʡ ʨʠʩʢ

ʅʝʫʜʘʯʥʘʷ ʠʣʠ ʟʘʪʷʞʥʘʷ ʧʨʦʚʝʨʢʘ ʪʨʝʙʦʚʘʥʠʷ, ʧʣʦʭʦʝ ʦʩʚʝʱʝʥʠʝ ʚ 
ʧʨʝʩʩʝ ʤʦʞʝʪ ʙʳʪʴ ʙʆʣʴʰʠʤ ʨʠʩʢʦʤ, ʯʝʤ ʥʝʚʳʧʦʣʥʝʥʠʝ 
ʪʨʝʙʦʚʘʥʠʷ ʠʣʠ ʜʘʞʝ ʚʠʨʫʩʥʘʷ ʵʧʠʜʝʤʠʷ

ʉʦʦʪʚʝʪʩʪʚʠʝ ʪʨʝʙʦʚʘʥʠʷʤ ʤʦʞʝʪ ʥʝʛʘʪʠʚʥʦ ʩʢʘʟʘʪʴʩʷ ʥʘ 
ʨʝʧʫʪʘʮʠʠ, ʜʦʭʦʜʘʭ, ʩʪʦʠʤʦʩʪʠ ʘʢʮʠʡ ʠ ʪ.ʜ.
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ʅʝʢʦʪʦʨʳʝ ʮʠʬʨʳ

Áʉʯʠʪʘʝʪʩʷ, ʯʪʦ 5% ʚʩʝʛʦ ʚʨʝʤʝʥʠ, ʨʝʩʫʨʩʦʚ ʠ ʟʘʪʨʘʪ 
ʥʘ ʀʊ-ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʫʭʦʜʠʪ ʥʘ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ

Áʉʪʦʠʤʦʩʪʴ ʧʨʠʚʝʜʝʥʠʷ ʢʦʤʧʘʥʠʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʝ ʩ 
ʥʝʢʦʪʦʨʳʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ (compliance) ʩʦʩʪʘʚʣʷʝʪ 
ʦʢʦʣʦ 8% ʦʪ ʀʊ-ʙʶʜʞʝʪʘ

Áʉʪʦʠʤʦʩʪʴ ʧʦʜʜʝʨʞʘʥʠʷ ʩʦʩʪʦʷʥʠʷ ʢʦʤʧʘʥʠʠ ʚ 
ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ʩʦʩʪʘʚʣʷʝʪ ʦʢʦʣʦ 5% 
ʦʪ ʀʊ-ʙʶʜʞʝʪʘ

ɼʣʷ ʧʫʙʣʠʯʥʦʡ ʢʦʤʧʘʥʠʠ ʚ ʉʐɸ ʠʣʠ ɽʚʨʦʧʝ

ɺ ʩʣʫʯʘʝ ʥʝʵʬʬʝʢʪʠʚʥʦʡ ʧʨʦʛʨʘʤʤʳ ʠʣʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 
ʀɹ ʵʪʠ ʧʦʢʘʟʘʪʝʣʠ ʤʦʛʫʪ ʙʳʪʴ ʚʳʰʝ
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ɸʫʜʠʪ

Áɸʫʜʠʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ 
ʷʚʣʷʝʪʩʷ ʦʜʥʦʡ ʠʟ ʩʦʩʪʘʚʣʷʶʱʠʭ ʀʊ ʘʫʜʠʪʘ. ʎʝʣʷʤʠ 
ʧʨʦʚʝʜʝʥʠʷ ʘʫʜʠʪʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʷʚʣʷʶʪʩʷ:

ʘʥʘʣʠʟ ʨʠʩʢʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ ʦʩʫʱʝʩʪʚʣʝʥʠʷ 
ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʦʪʥʦʰʝʥʠʠ ʨʝʩʫʨʩʦʚ ʀʉ

ʦʮʝʥʢʘ ʪʝʢʫʱʝʛʦ ʫʨʦʚʥʷ ʟʘʱʠʱʝʥʥʦʩʪʠ ʀʉ;

ʣʦʢʘʣʠʟʘʮʠʷ ʫʟʢʠʭ ʤʝʩʪ ʚ ʩʠʩʪʝʤʝ ʟʘʱʠʪʳ ʀʉ;

ʦʮʝʥʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʀʉ ʩʫʱʝʩʪʚʫʶʱʠʤ ʩʪʘʥʜʘʨʪʘʤ ʚ 
ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ;

ʚʳʨʘʙʦʪʢʘ ʨʝʢʦʤʝʥʜʘʮʠʡ ʧʦ ʚʥʝʜʨʝʥʠʶ ʥʦʚʳʭ ʠ ʧʦʚʳʰʝʥʠʶ 
ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʩʫʱʝʩʪʚʫʶʱʠʭ ʤʝʭʘʥʠʟʤʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʉ



Cisco Confidential 15/66É 2006 Cisco Systems, Inc. All rights reserved.Cisco Security Future

ʉʪʨʘʪʝʛʠʷ Cisco 
Self-Defending 
Network 3.0
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ʕʚʦʣʶʮʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ

Security 1.0 ïɻ ʨʘ ʤʝʡʥʬʨʝʡʤʦʚ:
ÅRACF, Top Secret
Åɻʫʨʫ ʚ ʦʙʣʘʩʪʠ ʪʝʭʥʦʣʦʛʠʡ
Åʆʛʨʘʥʠʯʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ

Security 2.0 ïʀʥʪʝʨʥʝʪ-ʵʨʘ: ʯʝʨʚʠ ʠ ʢʨʘʞʘ ʜʘʥʥʳʭ
Åɺʠʨʫʩʳ ʠ ʯʝʨʚʠ ʚ ʛʣʦʙʘʣʴʥʦʡ ʩʝʪʠ
Åʇʦʢʫʧʢʘ ʪʦʯʝʯʥʳʭ ʨʝʰʝʥʠʡʧʨʦʪʠʚ ʚʠʨʫʩʦʚ, ʩʧʘʤʘ, ʯʝʨʚʝʡ ʠ ʪ.ʜ.
Åʀʟʫʯʝʥʠʝ ʥʫʞʜ ʧʦʣʴʟʦʚʘʪʝʣʝʡ

Security 3.0 ïweb 2.0, ʧʨʝʜʚʦʩʭʠʱʘʪʴ ʫʛʨʦʟʳ
Åɸʜʘʧʪʠʚʥʳʝ/ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʝʧʨʦʮʝʩʩʳ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘʨʭʠʪʝʢʪʫʨʘ, ʢʦʥʪʨʦʣʴ
Åʉʪʨʦʠʪʝʣʴʩʪʚʦ ʟʘʱʠʪʳ ʚʤʝʩʪʝ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ

ʀʩʪʦʯʥʠʢ:John Pescatore, Gartner, VP, Distinguished Analyst
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ʉʝʨʚʝʨʘ        ɹʝʟʦʧʘʩʥʦʩʪʴ1.0

ɸʜʘʧʪʘʮʠʷ ʠ ʠʥʪʝʛʨʘʮʠʷɹʝʟʦʧʘʩʥʦʩʪʴ3.0

ʊʦʯʝʯʥʳʝ ʨʝʰʝʥʠʷɹʝʟʦʧʘʩʥʦʩʪʴ2.0

ʕʚʦʣʶʮʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ
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Self-Defending Network: ʨʘʥʴʰʝ

Áʉ ʧʦʷʚʣʝʥʠʷ ʚ2003, Cisco ʟʘʭʚʘʪʠʣʘ38% ʨʳʥʢʘʩ ʝʤʢʦʩʪʴʶ $5 ʤʣʨʜ.

Áʃʠʜʝʨʩʪʚʦ ʚ ʩʝʛʤʝʥʪʘʭ HW/SW NAC, VPN, Firewall ʠ IPS

Áɿʥʘʯʠʤʦʩʪʴʚʟʘʠʤʦʜʝʡʩʪʚʠʷʠʚʩʝʩʪʦʨʦʥʥʝʛʦ ʩʝʪʝʚʦʛʦ ʨʝʰʝʥʠʷ
(ʚʢʣʶʯʘʷ ʟʘʱʠʪʫ ʢʣʠʝʥʪʩʢʦʡ ʯʘʩʪʠ)

ʉʝʪʝʚʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ

Firewall, NIPS, VPN, é 

ɼʦʚʝʨʝʥʥʳʝ ʩʝʪʝʚʳʝ

ʢʣʠʝʥʪʳ

NAC, HIPS, ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ, é

ʋʧʨʘʚʣʝʥʠʝ,ʢʦʥʪʨʦʣʴ ʧʦʣʠʪʠʢ, ʦʪʯʝʪʥʦʩʪʴ, 
ʚʠʜʠʤʦʩʪʴ

ɿʘʱʠʱʝʥʥʘʷ ʩʝʪʝʚʘʷ ʧʣʘʪʬʦʨʤʘ

ʇʨʦʬʝʩʩʠʦʥʘʣʴʥʳʝ ʫʩʣʫʛʠ ʚ ʦʙʣʘʩʪʠ ʀɹ ʠ ʘʫʪʩʦʨʩʠʥʛ



Cisco Confidential 19/66É 2006 Cisco Systems, Inc. All rights reserved.Cisco Security Future

2007 ïʛʦʜ ʧʨʠʢʣʘʜʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ

ʊʝʭʥʦʣʦʛʠʷ
IDS, ñwhite 
hatsò

ʊʝʭʥʦʣʦʛʠʷ
ʄʉʕ

VPN Concentrator

ʊʝʭʥʦʣʦʛʠʷ 
ʫʩʢʦʨʝʥʠʷ

VPN 

ʊʝʭʥʦʣʦʛʠʷ 
ʢʦʨʨʝʣʷʮʠʠ

IDS

ʊʝʭʥʦʣʦʛʠʷ 
ʟʘʱʠʪʳ ʇʂ 
ʠ ʩʝʨʚʝʨʦʚ

ʉʝʨʚʠʩʳ ʠ ʪʝʭʥʦʣʦʛʠʠDDoS, 
NAC, SSL VPN ʠ ʤʦʥʠʪʦʨʠʥʛʘ

ʊʝʭʥʦʣʦʛʠʠ 
ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ, 
ʚʠʜʝʦʥʘʙʣʶʜʝʥʠʝ

20021995 1998 2000 2001 2003 2004 2005 2006 2007

ɹʝʟʦʧʘʩʥʦʩʪʴ 
ʧʨʠʣʦʞʝʥʠʡ, ʩʝʨʚʠʩʳ 
ʠʩʩʣʝʜʦʚʘʥʠʡ

ɿʘʱʠʪʘ
ʧʨʠʣʦʞʝʥʠʡ

http://newsroom.cisco.com/dlls/2007/corp_022107.html?CMP=ILC-001
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Self-Defending Network 3.0 
ʅʦʚʳʡ ʵʪʘʧ ʚ ʨʘʟʚʠʪʠʠ ʩʪʨʘʪʝʛʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ Cisco

ʉʝʪʝʚʘʷ

ʙʝʟʦʧʘʩʥʦʩʪʴ

ʄʉʕ, NIPS, VPN 

ɿʘʱʠʪʘ ʠ ʢʦʥʪʨʦʣʴ

ʢʦʥʪʝʥʪʘ

Email, IM, Web, P2Pé

ɼʦʚʝʨʝʥʥʳʝ ʦʢʦʥʝʯʥʳʝ

ʫʩʪʨʦʡʩʪʚʘ

NAC, HIPS, ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ

ʇʨʦʬʝʩʩʠʦʥʘʣʴʥʳʝ ʫʩʣʫʛʠ ʚ ʦʙʣʘʩʪʠ ʀɹ ʠ ʘʫʪʩʦʨʩʠʥʛ

ɿʘʱʠʱʝʥʥʘʷ ʩʝʪʝʚʘʷ ʧʣʘʪʬʦʨʤʘ

ɹʝʟʦʧʘʩʥʦʩʪʴ
ʧʨʠʣʦʞʝʥʠʡ

XML, ʉʋɹɼ

ʋʧʨʘʚʣʝʥʠʝ, ʂʦʥʪʨʦʣʴ ʩʦʦʪʚʝʪʩʪʚʠʷ, ʀʜʝʥʪʠʬʠʢʘʮʠʷ

ʌʠʟʠʯʝʩʢʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʚʠʜʝʦʥʘʙʣʶʜʝʥʠʝ
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ɿʘʱʠʪʘ ʧʣʘʪʝʞʥʦʡ 
ʠʥʬʦʨʤʘʮʠʠ 
- PCI DSS
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PCI Data Security Standard

Áʊʨʝʙʦʚʘʥʠʷ PCI DSS 
ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷ ʥʘ ʚʩʝ 
ʢʦʤʧʘʥʠʠ, ʨʘʙʦʪʘʶʱʠʝ ʩ 
ʧʣʘʪʝʞʥʳʤʠ ʩʠʩʪʝʤʘʤʠ 
Visa ʠ MasterCard

Áʇʨʠʤʝʥʷʝʪʩʷ ʢʦ ʚʩʝʤ, 
ʢʪʦ 

ʆʙʨʘʙʘʪʳʚʘʝʪ

ʇʝʨʝʜʘʝʪ

ʍʨʘʥʠʪ: ʜʘʥʥʳʝ 
ʚʣʘʜʝʣʴʮʝʚ ʢʘʨʪ

Áʇʨʠʤʝʥʷʝʪʩʷ ʢ 
ʢʦʤʧʘʥʠʷʤ ʚʦ ʚʩʝʤ ʤʠʨʝ

Payment Card Industry Data 
Security Standard

ɼʝʢʘʙʨʴ2006
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ʂ ʢʦʤʫ ʧʨʠʤʝʥʷʝʪʩʷ PCI DSS?

Áʇʨʦʜʘʚʮʳ

ʂʦʤʧʘʥʠʠ, ʧʨʦʜʘʶʱʠʝ ʪʦʚʘʨʳ ʠ ʫʩʣʫʛʠ

Áʇʨʦʚʘʡʜʝʨʳ ʧʣʘʪʝʞʥʳʭ ʩʠʩʪʝʤ(PSP)

ʂʦʤʧʘʥʠʠ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʧʣʘʪʝʞʥʳʝ 
ʰʣʶʟʳ ʧʨʦʜʘʚʮʘʤ, ʦʩʫʱʝʩʪʚʣʷʶʱʠʤ 
ʧʨʦʜʘʞʠ ʯʝʨʝʟ ʀʥʪʝʨʥʝʪ

Áʕʢʚʘʡʝʨ (Acquiring Bank)

ɹʘʥʢʠ, ʧʦʤʦʛʘʶʱʠʝ ʧʨʦʜʘʚʮʘʤ ʧʨʠʥʠʤʘʪʴ 
ʧʣʘʪʝʞʠ ʧʦ ʢʨʝʜʠʪʥʳʤ ʢʘʨʪʘʤ
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ʇʦʩʪʨʦʝʥʠʝ ʠ ʧʦʜʜʝʨʞʢʘ 
ʟʘʱʠʱʝʥʥʦʡ ʩʝʪʠ

1. ʋʩʪʘʥʦʚʢʘ ʠ ʧʦʜʜʝʨʞʘʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʄʉʕ ʜʣʷ ʟʘʱʠʪʳ ʜʘʥʥʳʭ

2. ʂʦʥʪʨʦʣʴ ʟʘ ʩʤʝʥʦʡ ʚʳʩʪʘʚʣʝʥʥʳʭ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʨʦʠʟʚʦʜʠʪʝʣʝʤ 
ʩʠʩʪʝʤʥʳʭ  ʧʘʨʦʣʝʡ ʠ ʜʨʫʛʠʭ ʧʘʨʘʤʝʪʨʦʚ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ

ɿʘʱʠʪʘ ʜʘʥʥʳʭ ʚʣʘʜʝʣʴʮʝʚ 
ʧʣʘʪʝʞʥʳʭ ʢʘʨʪ

3. ʆʙʝʩʧʝʯʝʥʠʝ ʟʘʱʠʪʳ ʭʨʘʥʷʱʠʭʩʷ ʜʘʥʥʳʭʜʝʨʞʘʪʝʣʝʡ ʢʘʨʪ

4. ʆʙʝʩʧʝʯʝʥʠʝ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʚʣʘʜʝʣʴʮʝʚ ʢʘʨʪ ʠ ʜʨʫʛʠʭ 
ʚʘʞʥʳʭ ʜʘʥʥʳʭ ʧʨʠʠʭ ʧʝʨʝʜʘʯʝ ʯʝʨʝʟ ʦʙʱʝʜʦʩʪʫʧʥʳʝ ʩʝʪʠ

ʇʦʜʜʝʨʞʢʘ ʧʨʦʛʨʘʤʤʫ 
ʫʧʨʘʚʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʷʤʠ

5. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʠ ʨʝʛʫʣʷʨʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʘʥʪʠʚʠʨʫʩʥʦʛʦ 
ʧʨʦʛʨʘʤʤʥʦʛʦ  ʦʙʝʩʧʝʯʝʥʠʷ

6. ʈʘʟʨʘʙʦʪʢʘ ʠ ʧʦʜʜʝʨʞʢʘ ʩʠʩʪʝʤ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʠʭ ʧʨʠʣʦʞʝʥʠʡ

ɺʥʝʜʨʝʥʠʝ ʩʪʨʦʛʠʭ ʤʝʨ 
ʨʘʟʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ

7. ʈʘʟʛʨʘʥʠʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ ʧʦ ʧʨʠʥʮʠʧʫ ʩʣʫʞʝʙʥʦʡ 
ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʠ ʨʘʟʜʝʣʝʥʠʷ ʧʦʣʥʦʤʦʯʠʡ

8. ʇʨʠʩʚʦʝʥʠʝ ʫʥʠʢʘʣʴʥʦʛʦ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʦʛʦ ʥʦʤʝʨʘ ʢʘʞʜʦʤʫ 
ʣʠʮʫ,  ʨʘʩʧʦʣʘʛʘʶʱʝʤʫ ʜʦʩʪʫʧʦʤ ʢ ʢʦʤʧʴʶʪʝʨʫ

9. ʈʘʟʛʨʘʥʠʯʝʥʠʝ ʬʠʟʠʯʝʩʢʦʛʦ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ ʜʝʨʞʘʪʝʣʝʡ ʢʘʨʪ

ʈʝʛʫʣʷʨʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʠ 
ʪʝʩʪʠʨʦʚʘʥʠʷ ʩʝʪʠ

10. ʆʪʩʣʝʞʠʚʘʥʠʝ ʚʩʝʭ ʩʝʘʥʩʦʚ ʜʦʩʪʫʧʘ ʢ ʩʝʪʝʚʳʤ ʨʝʩʫʨʩʘʤ ʠ ʜʘʥʥʳʤ 
ʚʣʘʜʝʣʴʮʝʚ  ʢʘʨʪ

11. ʇʦʩʪʦʷʥʥʳʡ ʘʥʘʣʠʟ ʧʨʦʮʝʩʩʦʚ ʦʙʝʩʧʝʯʝʥʠʷ  ʙʝʟʦʧʘʩʥʦʩʪʠ

ʇʦʜʜʝʨʞʢʘ ʧʦʣʠʪʠʢʠ 
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 
ʙʝʟʦʧʘʩʥʦʩʪʠ

12. ʅʘʣʠʯʠʝ ʠ ʚʳʧʦʣʥʝʥʠʝ ʧʦʣʠʪʠʢʠ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 
ʙʝʟʦʧʘʩʥʦʩʪʠ

12 ʪʨʝʙʦʚʘʥʠʡ PCI DSS
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ʊʨʝʙʦʚʘʥʠʝ PCI IPS IDSM DDoS IOS
VPN

RVPN IPSec
SM

AnyConnect VPN 
Client

1)  ʋʩʪʘʥʦʚʢʘ ʠ ʧʦʜʜʝʨʞʢʘ ʄʉʕ ʜʣʷ ʟʘʱʠʪʳ ʜʘʥʥʳʭ
V V V

2)  ʅʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʘʜʘʥʥʳʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʘʨʦʣʠ ʠ 
ʥʘʩʪʨʦʡʢʠ

V V V V V V

3)  ɿʘʱʠʱʘʪʴ ʭʨʘʥʠʤʳʝ ʜʘʥʥʳʝ
V V V V V

4)  ʐʠʬʨʦʚʘʪʴ ʜʘʥʥʳʝ, ʧʝʨʝʜʘʚʘʝʤʳʝ ʧʦ ʦʪʢʨʳʪʳʤ 
ʢʘʥʘʣʘʤ ʩʚʷʟʠ

V V v V V

5)  ʀʩʧʦʣʴʟʦʚʘʪʴ ʠ ʨʝʛʫʣʷʨʥʦ ʦʙʥʦʚʣʷʪʴ ʘʥʪʠʚʠʨʫʩ
V V V

6)  ʈʘʟʨʘʙʘʪʳʚʘʪʴ ʠ ʧʦʜʜʝʨʞʠʚʘʪʴ ʚ ʟʘʱʠʱʝʥʥʦʤ 
ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ ʠ ʧʨʠʣʦʞʝʥʠʷ

7)  ʆʛʨʘʥʠʯʠʚʘʪʴ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ
V V

8)  ɸʫʪʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ 
ʧʦʤʦʱʴʶ ʫʥʠʢʘʣʴʥʦʛʦ ID

V V V V V

9)  ʆʛʨʘʥʠʯʠʚʘʪʴ ʬʠʟʠʯʝʩʢʠʡ ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ

10) ʆʪʩʣʝʞʠʚʘʪʴ ʚʝʩʴ ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ ʦ 
ʚʣʘʜʝʣʴʮʘʭ ʢʘʨʪ ʠ ʢ ʩʝʪʝʚʳʤ ʨʝʩʫʨʩʘʤ

V V V V V V

11) ʈʝʛʫʣʷʨʥʦʝ ʪʝʩʪʠʨʦʚʘʥʠʝ ʩʠʩʪʝʤ ʠ ʧʨʦʮʝʩʩʦʚ
V V V

12) ʈʘʟʨʘʙʦʪʢʘ ʠ ʧʦʜʜʝʨʞʢʘ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 
ʘʢʪʫʘʣʴʥʦʤ ʩʦʩʪʦʷʥʠʠ

ʇʨʦʜʫʢʪʳ Cisco ʜʣʷ ʩʦʦʪʚʝʪʩʪʚʠʷ PCI
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ʊʨʝʙʦʚʘʥʠʝ PCI ESA WSA CSC SCE AON AXG NAC
Appliance

NAC Guest 
Server

1)  ʋʩʪʘʥʦʚʢʘ ʠ ʧʦʜʜʝʨʞʢʘ ʄʉʕ ʜʣʷ ʟʘʱʠʪʳ ʜʘʥʥʳʭ
V V

2)  ʅʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʘʜʘʥʥʳʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʘʨʦʣʠ ʠ 
ʥʘʩʪʨʦʡʢʠ

V V V V V V V V

3)  ɿʘʱʠʱʘʪʴ ʭʨʘʥʠʤʳʝ ʜʘʥʥʳʝ
V V

4)  ʐʠʬʨʦʚʘʪʴ ʜʘʥʥʳʝ, ʧʝʨʝʜʘʚʘʝʤʳʝ ʧʦ ʦʪʢʨʳʪʳʤ 
ʢʘʥʘʣʘʤ ʩʚʷʟʠ

V V

5)  ʀʩʧʦʣʴʟʦʚʘʪʴ ʠ ʨʝʛʫʣʷʨʥʦ ʦʙʥʦʚʣʷʪʴ ʘʥʪʠʚʠʨʫʩ
V V V V V

6)  ʈʘʟʨʘʙʘʪʳʚʘʪʴ ʠ ʧʦʜʜʝʨʞʠʚʘʪʴ ʚ ʟʘʱʠʱʝʥʥʦʤ 
ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ ʠ ʧʨʠʣʦʞʝʥʠʷ

V

7)  ʆʛʨʘʥʠʯʠʚʘʪʴ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ
V V V V V

8)  ɸʫʪʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ 
ʧʦʤʦʱʴʶ ʫʥʠʢʘʣʴʥʦʛʦ ID

V V V V

9)  ʆʛʨʘʥʠʯʠʚʘʪʴ ʬʠʟʠʯʝʩʢʠʡ ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ

10) ʆʪʩʣʝʞʠʚʘʪʴ ʚʝʩʴ ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ ʦ 
ʚʣʘʜʝʣʴʮʘʭ ʢʘʨʪ ʠ ʢ ʩʝʪʝʚʳʤ ʨʝʩʫʨʩʘʤ

V V V V V V V V

11) ʈʝʛʫʣʷʨʥʦʝ ʪʝʩʪʠʨʦʚʘʥʠʝ ʩʠʩʪʝʤ ʠ ʧʨʦʮʝʩʩʦʚ

12) ʈʘʟʨʘʙʦʪʢʘ ʠ ʧʦʜʜʝʨʞʢʘ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 
ʘʢʪʫʘʣʴʥʦʤ ʩʦʩʪʦʷʥʠʠ

ʇʨʦʜʫʢʪʳ Cisco ʜʣʷ ʩʦʦʪʚʝʪʩʪʚʠʷ PCI
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ʊʨʝʙʦʚʘʥʠʝ PCI CSM MARS ASDM NCM CAS IntelliShield ACS

1)  ʋʩʪʘʥʦʚʢʘ ʠ ʧʦʜʜʝʨʞʢʘ ʄʉʕ ʜʣʷ ʟʘʱʠʪʳ ʜʘʥʥʳʭ
V V V V V

2)  ʅʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʘʜʘʥʥʳʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʘʨʦʣʠ ʠ 
ʥʘʩʪʨʦʡʢʠ

V V V V V V V

3)  ɿʘʱʠʱʘʪʴ ʭʨʘʥʠʤʳʝ ʜʘʥʥʳʝ

4)  ʐʠʬʨʦʚʘʪʴ ʜʘʥʥʳʝ, ʧʝʨʝʜʘʚʘʝʤʳʝ ʧʦ ʦʪʢʨʳʪʳʤ 
ʢʘʥʘʣʘʤ ʩʚʷʟʠ

5)  ʀʩʧʦʣʴʟʦʚʘʪʴ ʠ ʨʝʛʫʣʷʨʥʦ ʦʙʥʦʚʣʷʪʴ ʘʥʪʠʚʠʨʫʩ
V

6)  ʈʘʟʨʘʙʘʪʳʚʘʪʴ ʠ ʧʦʜʜʝʨʞʠʚʘʪʴ ʚ ʟʘʱʠʱʝʥʥʦʤ 
ʩʦʩʪʦʷʥʠʠ ʩʠʩʪʝʤʳ ʠ ʧʨʠʣʦʞʝʥʠʷ

V V V V

7)  ʆʛʨʘʥʠʯʠʚʘʪʴ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ
V

8)  ɸʫʪʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ 
ʧʦʤʦʱʴʶ ʫʥʠʢʘʣʴʥʦʛʦ ID

V

9)  ʆʛʨʘʥʠʯʠʚʘʪʴ ʬʠʟʠʯʝʩʢʠʡ ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ

10) ʆʪʩʣʝʞʠʚʘʪʴ ʚʝʩʴ ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ ʦ 
ʚʣʘʜʝʣʴʮʘʭ ʢʘʨʪ ʠ ʢ ʩʝʪʝʚʳʤ ʨʝʩʫʨʩʘʤ

V V V V V V

11) ʈʝʛʫʣʷʨʥʦʝ ʪʝʩʪʠʨʦʚʘʥʠʝ ʩʠʩʪʝʤ ʠ ʧʨʦʮʝʩʩʦʚ
V V

12) ʈʘʟʨʘʙʦʪʢʘ ʠ ʧʦʜʜʝʨʞʢʘ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 
ʘʢʪʫʘʣʴʥʦʤ ʩʦʩʪʦʷʥʠʠ

V V V V V V

ʇʨʦʜʫʢʪʳ Cisco ʜʣʷ ʩʦʦʪʚʝʪʩʪʚʠʷ PCI
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ʊʨʝʙʦʚʘʥʠʝ PCI 1.3.5

ʈʝʢʦʤʝʥʜʘʮʠʠ Cisco

ʀʣʣʶʩʪʨʘʮʠʠ 
ʦʙʝʩʧʝʯʠʚʘʶʪ ʷʩʥʦʩʪʴ

ʇʨʠʤʝʨ
ʢʦʥʬʠʛʫʨʘʮʠʠ

ʇʨʠʤʝʨ ʨʝʰʝʥʠʷ
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ɿʘʱʠʪʘ 
ʧʨʦʤʳʰʣʝʥʥʦʛʦ 
ʧʨʝʜʧʨʠʷʪʠʷ



Cisco Confidential 30/66É 2006 Cisco Systems, Inc. All rights reserved.Cisco Security Future

Third Party

Controllers,

Servers, etc.

Serial, OPC

or Fieldbus 

Engineering

Workplace

ʋʨʦʚʝʥʴ ʜʘʪʯʠʢʦʚ ʠ 

ʠʩʧ. ʤʝʭʘʥʠʟʤʦʚ

Firewall 

ʋʨʦʚʝʥʴ ɸʉʋʊʇ

ʚʝʨʭʥʝʛʦ ʫʨʦʚʥʷ

Third Party 

Application 

Server

Application

Server

Historian

Server 

Workplaces
Enterprise

Optimization

Suite

Mobile

Operator

Connectivity

Server 

ʋʨʦʚʝʥʴ ʇʃʂ

Redundant

ʂʦʨʧʦʨʘʪʠʚʥʘʷ ʃɺʉ

Serial RS485

ʉʦʚʨʝʤʝʥʥʘʷ 
ɸʉʋʊʇ

IP

Internet

ʂʦʨʧʦʨʘʪʠʚʥʘʷ

ʃɺʉ
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ʃʦʛʠʯʝʩʢʘʷ ʩʭʝʤʘ

Site Business Planning and Logistics Network

Batch

Control

Discrete

Control

Supervisory

Control

Hybrid

Control

Supervisory

Control

Enterprise Network

Patch 

Mgmt

Web Services 

Operations 

AV 

Server

Application 

Server

Email, Intranet, etc.

Production

Control
Historian

Optimizing

Control

Engineering

Station

Continuous

Control

Terminal 

Services

Historian 

(Mirror)

Site Operations 
and Control

Area 
Supervisory 

Control

Basic 
Control

Process

ʃɺʉ
ɸʉʋʊʇ

ɿʦʥʘ 
ʢʦʨʧʦʨʘ-
ʪʠʚʥʦʡ ʃɺʉ

DMZ

ʋʨʦʚʝʥʴ5

ʋʨʦʚʝʥʴ3

ʋʨʦʚʝʥʴ1

ʋʨʦʚʝʥʴ0

ʋʨʦʚʝʥʴ2

ʋʨʦʚʝʥʴ4

HMI HMI
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ʆʙʟʦʨ ʘʨʭʠʪʝʢʪʫʨʳ

ʋʨʦʚʝʥʴ 5
SiSiSiSiSiSi

SiSiSiSiSiSi
ʂʦʨʧʦʨʘʪʠʚʥʘʷ 

ʃɺʉ

LAN/WAN

Internet/

Intranet/

ʊʌʆʇ/WAN

ʋʨʦʚʝʥʴ 2

ʋʨʦʚʝʥʴ0

ʋʨʦʚʝʥʴ 1

ʋʨʦʚʝʥʴ3

ʋʨʦʚʝʥʴ4

DMZ
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ɿʘʱʠʪʘ 
ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ 
ʠʥʬʦʨʤʘʮʠʠ
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ʇʨʦʙʣʝʤʘé.

Source: http://attrition.org/dataloss/

2006:                               346 incidents 

2007 To Date:                     224 and counting

Estimated Cost Per Record Lost:               $182 

The Ponemon Institute
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ʇʫʪʠ ʫʪʝʯʢʠ ʠʥʬʦʨʤʘʮʠʠ
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2X3 Matrix

Internet Edge Data Center Endpoints

Malicious Data 
Theft

Accidental 
Leakages

ʉʣʫʯʘʡʥʳʝ 
ʫʪʝʯʢʠ

ɿʣʦʥʘʤʝʨʝʥʥʳʝ 
ʫʪʝʯʢʠ


