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ʉʪʨʘʪʝʛʠʷ 
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 
ʙʝʟʦʧʘʩʥʦʩʪʠ

ɺʣʘʜʠʤʠʨ ʀʣʠʙʤʘʥ

ʉʠʩʪʝʤʥʳʡ ʠʥʞʝʥʝʨ

voilibma@cisco.com

mailto:voilibma@cisco.com
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ʆ ʯʝʤ ʧʦʡʜʝʪ ʨʝʯʴ?

Áʊʝʥʜʝʥʮʠʠ
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ

Áʉʪʨʘʪʝʛʠʷ Cisco Self-Defending Network 3.0

Áɿʘʱʠʪʘ ʧʣʘʪʝʞʥʦʡ ʠʥʬʦʨʤʘʮʠʠ 

Áɿʘʱʠʪʘ ʧʨʦʤʳʰʣʝʥʥʦʛʦ ʧʨʝʜʧʨʠʷʪʠʷ

Áɿʘʱʠʪʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ

Áʀʥʪʝʛʨʘʮʠʷ ʬʠʟʠʯʝʩʢʦʡ ʠ IT-ʙʝʟʦʧʘʩʥʦʩʪʠ
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ʊʝʥʜʝʥʮʠʠ
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 
ʙʝʟʦʧʘʩʥʦʩʪʠ
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ʌʘʢʪʦʨʳ ʚʣʠʷʥʠʷʥʘʨʘʟʚʠʪʠʝ ʀɹ

Áʈʘʟʚʠʪʠʝ ʭʘʢʝʨʩʢʠʭ ʪʝʭʥʦʣʦʛʠʡʠ ʫʛʨʦʟ

Áʈʘʟʚʠʪʠʝ ʀʊ

Áʉʪʨʝʤʣʝʥʠʝ ʫʤʝʥʴʰʠʪʴ ʨʠʩʢʠ

Áʅʦʨʤʘʪʠʚʥʳʝ ʪʨʝʙʦʚʘʥʠʷ (compliance)

Áɸʫʜʠʪ

Áʊʨʝʙʦʚʘʥʠʷ ʙʠʟʥʝʩʘ
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ʍʘʢʝʨʩʢʠʝ ʪʝʭʥʦʣʦʛʠʠ
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ʋʛʨʦʟʳʩʪʘʥʦʚʠʪʩʷ 
ʩʫʱʝʩʪʚʝʥʥʦ ʩʣʦʞʥʝʝ 
ʦʙʥʘʨʫʞʠʚʘʪʴ ʠ ʦʪʨʘʞʘʪʴ
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1990 1995 2000 2005

ʌʀʅɸʅʉʓ:
ʋʪʝʯʢʠ& ʋʱʝʨʙ

ʉʃɸɺɸ:
ʏʝʨʚʠ ʠ ʰʧʠʦʥʳ

ʀɿɺɽʉʊʅʆʉʊʔ:
ɹʘʟʦʚʳʝ ʘʪʘʢʠ ʠ ʚʠʨʫʩʳ

2007 2010

ʉʜʚʠʛ ʧʘʨʘʜʠʛʤʳ
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ʇʠʩʘʪʝʣʴ
ʉʨʝʜʥʝʝ ʟʚʝʥʦɺʪʦʨʘʷ

ʚʦʣʥʘ
ʇʝʨʚʘʷ 
ʚʦʣʥʘ

ʈʝʟʫʣʴʪʘʪ

Spyware

ɺʠʨʫʩʳ

ʊʨʦʷʥʳ

ʏʝʨʚʠ

Malware 
Writers

ɺʥʫʪʨʝʥʥʷʷ 
ʫʪʝʯʢʘ/ 
ʅʘʨʫʰʝʥʠʝ 
ʧʨʠʚʠʣʝʛʠʡ

ɿʘʭʚʘʪ 
ʠʥʬʦʨʤʘʮʠʠ

ɿʘʭʚʘʪ ʤʘʰʠʥ ʐʘʥʪʘʞDDoS

ʉʧʘʤʝʨ

ʌʠʰʝʨ

ʌʘʨʤʝʨ/
ʧʝʨʝʭʚʘʪ DNS

ʂʨʘʞʘ Identity

ʂʦʤʧʨʦʤʝʪʘʮʠ
ʷ ʫʟʣʘ ʠʣʠ 
ʧʨʠʣʦʞʝʥʠʷ

ʉʦʟʜʘʥʠʝ 
ʙʦʪʩʝʪʝʡ

ʋʧʨʘʚʣʝʥʠʝ 
ʙʦʪʩʝʪʷʤʠ

ʇʝʨʩʦʥʘʣʴʥʘʷ 
ʠʥʬʦʨʤʘʮʠʷ

ʇʨʦʜʘʞʘ 
ʠʥʬʦʨʤʘʮʠʠ

ʂʨʘʞʘ IP-
ʘʜʨʝʩʦʚ

ʋʪʝʯʢʘ

ʐʧʠʦʥʘʞ

ɺʳʤʦʛʘʪʝʣʴʩʪ
ʚʦ

Commercial 
Sales

ʄʦʰʝʥʥʠʯʝʩʢʠ
ʝ ʧʨʦʜʘʞʠ

ʄʦʰʝʥʥʠʯʝʩʪʚ
ʦ ʩ ʢʣʠʢʘʤʠ

ʌʠʥʘʥʩʦʚʦʝ 
ʤʦʰʝʥʥʠʯʝʩʪʚ

ʦ

ʉʪʨʫʢʪʫʨʠʨʦʚʘʥʥʘʷ ʫʛʨʦʟʘ

Tool Writers
ʍʘʢʝʨ / ʧʨʷʤʘʷ

ʘʪʘʢʠ
ʉʣʘʚʘ
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ʈʘʟʚʠʪʠʝ ʀʊ

Áʄʦʙʠʣʴʥʳʡ ʠʣʠ ʚʠʨʪʫʘʣʴʥʳʡ ʦʬʠʩ

Áʆʪʢʨʳʪʳʝ ʩʝʪʠ Č ʨʘʟʤʳʪʳʡ ʧʝʨʠʤʝʪʨ

Áɹʝʩʧʨʦʚʦʜʥʳʝ ʩʝʪʠ ʠ ʩʝʪʠ ʪʨʝʪʴʝʛʦ ʧʦʢʦʣʝʥʠʷ

Áʇʦʨʪʘʪʠʚʥʳʝ ʠ ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ

Áʉʝʨʚʠʩʥʘʷ ʤʦʜʝʣʴ

Áʈʦʩʪ ʰʠʨʦʢʦʧʦʣʦʩʥʦʛʦ ʀʥʪʝʨʥʝʪ-ʜʦʩʪʫʧʘ

Áʅʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ïSOA, RFID, Web-ʩʝʨʚʠʩʳ, Web 
2.0 (wiki, RSS, ʩʦʮʠʘʣʴʥʳʝ ʩʝʪʠ, ʙʣʦʛʠ), 
ʫʥʠʬʠʮʠʨʦʚʘʥʥʳʝ ʢʦʤʤʫʥʠʢʘʮʠʠ, ʩʠʩʪʝʤʳ 
ʭʨʘʥʝʥʠʷ
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ʈʘʟʚʠʪʠʝ ʙʠʟʥʝʩʘ

Áɺʦʟʨʘʩʪʘʥʠʝ ʨʦʣʠ ʀʊ

Áʇʦʧʳʪʢʠ ʠʟʤʝʨʝʥʠʷ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʚʩʝʭ ʧʨʦʮʝʩʩʦʚ 
ʚ ʢʦʤʧʘʥʠʠ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʙʠʟʥʝʩʘ

ÁIT ʢʘʢ ʠʥʩʪʨʫʤʝʥʪ ʦʙʝʩʧʝʯʝʥʠʷ ʚʥʫʪʨʝʥʥʝʡ 
ʧʨʦʟʨʘʯʥʦʩʪʠ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ 

Áʋʧʨʘʚʣʝʥʠʝ ʨʠʩʢʘʤʠ

Áʆʙʝʩʧʝʯʝʥʠʝ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʙʠʟʥʝʩʘ

ÁCompliance

Áɻʣʦʙʘʣʠʟʘʮʠʷ

Áʅʦʚʳʝ ʙʠʟʥʝʩ-ʤʦʜʝʣʠ

ɸʫʪʩʦʨʩʠʥʛ, ʦʬʬʰʦʨé
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ʆʪʩʫʪʩʪʚʠʝ ʧʨʦʟʨʘʯʥʦʩʪʠ ʫʧʨʘʚʣʝʥʠʷ
ʋʧʨʘʚʣʝʥʠʝ ʨʠʩʢʘʤʠ- ʟʘʜʘʯʘ ʢʘʞʜʦʛʦ

ʋʧʨʘʚʣʝʥʠʝ ʢʘʜʨʘʤʠ

ɹʝʟʦʧʘʩʥʦʩʪʴ ʠ ʦʭʨʘʥʘ 

ʪʨʫʜʘ ʩʦʪʨʫʜʥʠʢʦʚ

ʌʠʥʘʥʩʳ

ʉʣʦʞʥʳʝ ʤʝʞʜʫʥʘʨʦʜʥʳʝ 

ʪʨʝʙʦʚʘʥʠʷ ʩʦʦʪʚʝʪʩʪʚʠʷ 

ʠ ʦʪʯʝʪʥʦʩʪʠ

ɺʥʫʪʨʝʥʥʠʡ ʢʦʥʪʨʦʣʴ

ʅʝʧʦʣʥʳʡ ʘʥʘʣʠʟ ʨʠʩʢʦʚ

?

ʎʝʧʦʯʢʠ ʧʦʩʪʘʚʦʢ ɿʘʢʘʟʯʠʢʠ& ʇʘʨʪʥʝʨʳ

ʉʙʳʪ

ɺʳʩʦʢʠʡ 

ʢʨʝʜʠʪʥʳʡ ʨʠʩʢ

ʇʦʩʪʘʚʢʠ

çʏʝʨʥʳʡ 

ʩʧʠʩʦʢè 

ʧʦʩʪʘʚʱʠʢʦʚ

ʈʫʢʦʚʦʜʩʪʚʦ

ʅʝʧʦʣʥʘʷ ʢʘʨʪʠʥʘ 

ʨʠʩʢʦʚ ʢʦʤʧʘʥʠʠ

ʀʊʠ ʀɹ

ʋʪʝʯʢʘ ʜʘʥʥʳʭ& 

ʙʝʟʦʧʘʩʥʦʩʪʴ

ʉʦʚʝʪ ʜʠʨʝʢʪʦʨʦʚ

ʅʝʦʙʦʩʥʦʚʘʥʥʳʝ ʨʝʰʝʥʠʷ

ʀʥʬʨʘʩʪʨʫʢʪʫʨʘ

ʇʨʦʩʪʦʠ ʠ ʦʪʢʘʟʳ ʩʝʪʠ
ʀʊ ʠ ʀɹ

ʂʦʥʬʣʠʢʪʳ ʤʝʞʜʫ ʦʪʜʝʣʘʤʠ


