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U tG J- B B 9 @m¢ 3 5 Restricting outbound traffic to that which is necessary for the cardholder data environment.

The routers are configured to filter and inspect all traffic inbound from each network segment. Through
. g . E@; tegsive interview and discussion with the QSA, filtering all inbound network traffic to the router was
t J- B dsJ- dz I q d:t nined to be an acceptable implementation. This effectively restricts the outbound traffic, and is a

common practice in many retailer networks. (See Figure 3-1.)
Figure 3-1
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The following is a sample configuration:

ELRG-1#

interface SigabitEthernet0s/0.11

description POINT OF SALE NETWOERK

ip access-group CSM_FW_ACL_CigabitEthernet0/0.11 in
ip inspect CSM_INSFECT_1 in

1

PCI Solution for Retail Design and
Implementation Guide
February, 2007
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