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The Growing Need for Security Solutions
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LossRegulatory 

Compliance

Malware

A Systems Approach to Streamline IT Risk 
Management for Security and Compliance
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ʂʦʤʧʣʝʢʩʥʘʷ ʟʘʱʠʪʘ ʦʪ ʫʪʝʯʝʢ 
ʠʥʬʦʨʤʘʮʠʠ

ʉʦʪʨʫʜʥʠʢʠ

ɻʨʘʥʠʮʘ

ʩʝʪʠ
IronPort

E-mal 

Security

IronPort

Web Security
ʀʥʪʝʨʥʝʪ

ʂʦʨʧʦʨʘʪʠʚʥʘʷ 
ʩʝʪʴ

Cisco Security Agent
Åɿʘʱʠʪʘ ʥʘ ʫʨʦʚʥʝ ʇʂ

Åɹʣʦʢʠʨʦʚʢʘ ʨʘʟʣʠʯʥʳʭ 
ʢʘʥʘʣʦʚ ʫʪʝʯʢʠ ïUSB Flash, 
Bluetooth, CD, PCMCIA, IM

Åɿʘʱʠʪʘ ʦʪ zero-day ʘʪʘʢ

Åʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ

ʇʘʨʪʥʝʨʳ

ʂʣʠʝʥʪʳ

ʋʜʘʣʝʥʥʳʝ 

ʩʦʪʨʫʜʥʠʢʠ

ʈʝʰʝʥʠʷ IronPort
Åʀʥʩʧʝʢʪʠʨʦʚʘʥʠʝ E-mail ʠ 

Web-ʢʦʥʪʝʥʪʘ

Åɸʥʪʠ-ʩʧʘʤ, ɸʥʪʠ-ʚʠʨʫʩ

Åʂʦʥʪʨʦʣʴ ʧʦʩʝʱʝʥʠʷ Web-
ʩʘʡʪʦʚ

ʎʆɼ
ʃʝʥʪʦʯʥʦʝ

ʫʩʪʨʦʡʩʪʚʦ

ʉʝʨʚʝʨ

ʧʨʠʣʦʞʝʥʠʷ
MDS 9000

ʐʠʬʨʦʚʘʥʠʝ ʚ ʩʝʪʷʭ SAN

Åɿʘʱʠʪʘ ʦʪ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ 

ʜʦʩʪʫʧʘ ʢ ʠʥʬʦʨʤʘʮʠʠ ʚ 

ʧʨʦʮʝʩʩʝ ʨʝʟʝʨʚʥʦʛʦ 

ʢʦʧʠʨʦʚʘʥʠʷ

NAC Appliance
ÅVerifies CSA version and if itôs running
ÅCheck systems states like ñrookit 
detectedò (in process) and if sensitive 
data exists (6.0)
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ñʉʠʛʥʘʪʫʨʥʳʡ ʧʦʜʭʦʜòvs ñʘʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷò

Áʆʪʩʫʪʩʪʚʠʝ ʙʦʣʴʰʠʭ ʵʧʠʜʝʤʠʡ(ʚ ʩʪʠʣʝ 
Slammer) ʚ 2006

Áʄʥʦʞʝʩʪʚʦ ʤʘʣʝʥʴʢʠʭ ʘʪʘʢ ʠ ʤʥʦʞʝʩʪʚʦ 
ʚʘʨʠʘʮʠʡ ʦʜʥʦʡ ʠ ʪʦʡ ʞʝ ʘʪʘʢʠ

Áʈʦʩʪ ʙʦʪʦʚʩʢʠʭ ʩʝʪʝʡ (botnet) ʩ ʫʥʠʢʘʣʴʥʳʤʠ 
ʫʷʟʚʠʤʦʩʪʷʤʠ 

Áʀʟʤʝʥʝʥʠʝ ʦʙʨʘʟʘ ʤʳʰʣʝʥʠʷ
ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚïʟʘʨʘʙʘʪʳʚʘʥʠʝ ʜʝʥʝʛ 
ʚʤʝʩʪʦ ʧʦʣʫʯʝʥʠʷ ʠʟʚʝʩʪʥʦʩʪʠ 
(ʘʨʝʥʜʘ botnet....)

ʇʨʝʩʝʢʘʥʠʝ ʤʥʦʞʝʩʪʚʘ ʚʘʨʠʘʥʪʦʚ ʘʪʘʢ ʪʨʝʙʫʝʪ ʩʠʩʪʝʤ 
ʟʘʱʠʪʳ, ʘʥʘʣʠʟʠʨʫʶʱʠʭ ʧʦʚʝʜʝʥʠʝ

Source: www.vejlebib.dk

ʇʨʠʤʝʨ: http://www.secureworks.com/research/threats/gozi/?threat=gozi

http://www.secureworks.com/research/threats/gozi/?threat=gozi
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Cisco Security Agent 6.0

ÁServer and desktop endpoint protection
Single client, single management interface, 
comprehensive security and control

Pervasive attack protection with zero-update host 
intrusion prevention

Network collaboration with local threat remediation

ÁNew Features:
Integrated Anti-virus: Automatic, no-cost updates

Data Loss Prevention: Identify and Control 
Sensitive Information

Policy Enforcement: Appropriate use for regulatory compliance

Business 
Benefits:

ÁProtection from persistent and evolving threats

ÁEmpower IT to address business risks

ÁEnforce policies and protect business critical assets

ÁDecrease IT administrative burden and reduce expenses

CSA
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CSA

Security Characteristics, Features and 
Architecture of CSA

ÁCSA verifies application calls for system resources against the policy

ÁRules can be static or conditional based on the process, system, user or data 
file state

CSA Interceptors

Request 
Blocked

Request 
Allowed

Kernel

Correlation
Engine

V

Virus Scanning

Data Scanning

Scanning Engines

Application

CSA Interceptors

Other

Applications

Process State

Rules and Policies

User/System State

Data File State

State Table
Request 
AllowedV

Request 
Blocked

Files
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Validation

ÁEnsure sensitive data reported is valid.
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ÁIPS Manager Express for SMB
Provisioning, Monitoring, Reporting 

ÁASA-IPS Module
Integrated ASA IPS ïup to 650 Mbps

ÁIPS 6.1 Software
Enhancing health data, device protection,

auto signature updates

ÁServices for IPS ïexpanded protection
UC Protection, MSFT Vulnerabilities, P2P

Business 
Benefits:

ÁProactive protection of network assets

ÁMaintain resource availability

ÁDecrease IT administrative burden and reduce expenses 
for SMBs

Cisco IPS for Smaller Businesses
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Trusted Flow Acceleration

ÁFWSM establishes secure 
connection between trusted hosts 
based on policy

ÁCisco Catalyst Switch Supervisor 
720 accelerates data flow between 
connections (20-50 Gbps)

ÁCut-through processing for same 
header packets

ÁAfter transaction completes, FWSM 
closes the connection and 
reestablishes per-packet analysis

Use Cases

ÁRoutine high-volume data backups

ÁHigh bandwidth requirements for 
clustered and grid computing 

ÁBulk FTP transfers

ÁTransactions between ñtrustedò zones 
for app-specific processes 

Cisco Firewall Service Module 4.0
Acceleration of Trusted Flow Inspection
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ÁSIP Application Layer Gateway 
(ALG) Features:

SIP signaling and associated 
media with IOS Firewall 
pass through

IOS Firewall protecting the WAN 
uplink and the phones 

Voice pin holing works for SIP

Business 
Benefits:

ÁReduce OPEX for telecommuter, small and branch 
office deployments

ÁHelps meet regulations such as HIPAA, FISMA, CIPA

ÁProtects against new web-based security threats

Cisco Router Security: UC IOS Voice Firewall


