
ʈʝʰʝʥʠʷ IronPort

ʧʦ ʟʘʱʠʪʝ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ

ɿɸʑʀʑɸɽʄ ɹʆʃɽɽ350 ʄʀʃʃʀʆʅʆɺ 

ʇʆʏʊʆɺʓʍ ʗʑʀʂʆɺ ɺʆ ɺʉɽʄ ʄʀʈɽ

ɺʘʜʠʤ ʄʘʨʪʳʥʦʚ, ʜʠʨʝʢʪʦʨʢʦʤʧʘʥʠʠʍʝʜʪʝʢʥʦʣʦʜʞʠ 

ʋʢʨʘʠʥʘ, ʜʠʩʪʨʠʙʴʶʪʦʨʘIronPort Systems ʚ ʋʢʨʘʠʥʝ

Ăʄʥʝ ʥʘʜʦ ʩʢʘʟʘʪʴ, ʯʪʦ ʦʙʦʨʫʜʦʚʘʥʠʝ IronPort-ʘ ʷʚʣʷʝʪʩʷ ʣʫʯʰʠʤ ʨʝʰʝʥʠʝʤ ʠʟ 
ʪʝʭ, ʢʦʪʦʨʳʝ ʷ ʪʝʩʪʠʨʦʚʘʣ ʩ 2003-ʛʦ ʛʦʜʘ ʜʣʷ ʥʘʰʝʛʦ ʞʫʨʥʘʣʘ! ʇʨʠʜʝʪʩʷ ʤʥʝ 
ʥʘʡʪʠ ʥʦʨʤʘʣʴʥʳʝ, ʦʙʲʝʢʪʠʚʥʳʝ ʩʣʦʚʘ, ʠʥʘʯʝ ʬʘʢʪʘʤ ʥʠʢʪʦ ʥʝ ʧʦʚʝʨʠʪ.ñ

(ʥʝʤʝʮʢʠʡ ʞʫʨʥʘʣʠʩʪ ʧʦ ʀɹ ʚ ʬʝʚʨʘʣʝ 2006-ʛʦ ʛʦʜʘ)



ʂʪʦ ʵʪʦ ïIronPort?

Å ʆʩʥʦʚʘʥ ʩʧʝʮʠʘʣʠʩʪʘʤʠ (Hotmail, 
ListBot ʠ Yahoo) ʚ ʦʙʣʘʩʪʠ 
ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʚ 2000 ʛʦʜʫ

Å ʠʜʝʷ: ʩʦʟʜʘʥʠʷ ʙʳʩʪʨʝʡʰʝʛʦ ʠ 
ʩʠʣʴʥʝʡʰʝʛʦ ʢʦʤʧʣʝʢʩʘ ʧʦʯʪʦʚʦʛʦ 
ʰʣʶʟʘ

Å ɹʘʟʠʨʫʝʪʩʷ ʚ ʉʐɸ, ʂʘʣʠʬʦʨʥʠʷ, 
ʉʠʣʠʢʦʥʦʚʘʷ ɼʦʣʠʥʘ

Å ʀʥʚʝʩʪʦʨʳ:
ï General Motors, Chevron-Texaco, NTT, Menlo Ventures, Allegis Capital

ï ɺʣʦʞʝʥʠʷ ʙʦʣʝʝ 90 ʤʠʣʣʠʦʥʦʚUSD

Å ɹʦʣʝʝ 500+ ʨʘʙʦʪʥʠʢʦʚ ʧʦ ʚʩʝʤʫ 
ʤʠʨʫ

Å 75 ʨʘʙʦʪʥʠʢʦʚ ʚ ɽʚʨʦʧʝ 
(ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ, ɻʝʨʤʘʥʠʷ, ʐʚʝʮʠʷ, 
ʌʨʘʥʮʠʷ, ʀʩʧʘʥʠʷ, ʀʪʘʣʠʷ, ʍʦʨʚʘʪʠʷ)

Å ɼʦʭʦʜ
ï 2005: ~ 70m USD,

ï 2006: ~ 125m USD



IronPort ïA CISCO Business Unit



ʏʝʤ ʧʦʜʪʚʝʨʞʜʘʝʪʩʷ ʣʠʜʝʨʩʪʚʦ 

ʚ ʜʘʥʥʦʡ ʦʙʣʘʩʪʠ

Å ʇʦʜʪʚʝʨʞʜʝʥʦ ʘʥʘʣʠʪʠʢʘʤʠ
ï ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ ʘʥʘʣʠʟʘ ʢʦʤʧʘʥʠʡ: 

Gartner, Meta, Radicati, IDC, Forrester, 
Bloor

Å ʇʦʜʪʚʝʨʞʜʝʥʦ ʢʣʠʝʥʪʘʤʠ
ï ʆʙʩʣʫʞʠʚʘʥʠʝ 52 ʠʟ 100 ʢʨʫʧʥʝʡʰʠʭ 
ʢʦʤʧʘʥʠʡ ʚ ʤʠʨʝ

ï ʆʙʩʣʫʞʠʚʘʥʠʝ 12 ʠʟ 15 ʢʨʫʧʥʝʡʰʠʭ 
ʧʨʦʚʘʡʜʝʨʦʚ

ï ʆʙʩʣʫʞʠʚʘʥʠʝ US Armed Forces

Å ʇʦʜʪʚʝʨʞʜʝʥʦ ʪʝʭʥʦʣʦʛʠʷʤʠ
ï ʇʝʨʚʳʝ ʩ ʩʦʙʩʪʚʝʥʥʳʤ ʨʘʟʨʘʙʦʪʘʥʥʳʤ 
ʚʳʩʦʢʦʧʨʦʠʟʚʦʜʠʪʝʣʴʥʳʤ MTA

ï ʇʝʨʚʳʝ ʩ ʈʝʧʫʪʘʮʠʦʥʥʳʤʠ ʬʠʣʴʪʨʘʤʠ

ï ʇʝʨʚʳʝ ʩ ɸʥʪʠʚʠʨʫʩʥʳʤʠ ʬʠʣʴʪʨʘʤʠ

Å ʇʦʜʪʚʝʨʞʜʝʥʦ ʚʦ ʚʩʝʤ ʤʠʨʝ
ï ʇʨʠʩʫʪʩʪʚʠʝ ʚ 25 ʩʪʨʘʥʘʭ, ʙʦʣʝʝ 600+ 
ʧʘʨʪʥʝʨʦʚ

ï ʉʪʨʫʢʪʫʨʳ IronPort ʨʘʙʦʪʘʶʪ ʚ ʙʦʣʝʝ ʯʝʤ 75+ 
ʩʪʨʘʥʘʭ



ʅʝʢʦʪʦʨʳʝ ʢʣʠʝʥʪʳ 

ʚ ʈʦʩʩʠʠ ʠ ʚ ʋʢʨʘʠʥʝ 



ʂʣʠʝʥʪʳ-ʧʨʦʚʘʡʜʝʨʳ

http://www.foundationforbcpl.org/foundation_verizon.jpg
http://www.iinet.net.au/
http://www.roadrunner.com/rdrun/index.htm
http://www.adelphia.net/
http://www.telus.com/
http://www.telecomitalia.it/cgi-bin/tiportale/TIPortale/ep/start.do?tabId=0&LANG=IT


ɸʥʘʣʠʪʠʢʠ: ʃʠʜʝʨ ʧʦ ʪʝʭʥʦʣʦʛʠʠ

ʄʘʛʠʯʝʩʢʠʝ ʂʚʘʜʨʘʥʪʳ ʧʦ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʇʦʯʪʦʚʳʭ 

ʉʠʩʪʝʤ (2006)
ʀʩʪʦʯʥʠʢ: Gartner RAS Core Research



ʇʨʦʜʫʢʪʳ IronPort

ʀʥʪʝʨʥʝʪ

ʇʣʘʪʬʦʨʤʘ 

ʦʙʝʩʧʝʯʝʥʠʷ
ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʵʣʝʢʪʨʦʥʥʳʭ 

ʩʦʦʙʱʝʥʠʡ

ʇʣʘʪʬʦʨʤʘ 

ʦʙʝʩʧʝʯʝʥʠʷ 

WEB
ʙʝʟʦʧʘʩʥʦʩʪʠ

ʂʦʤʧʣʝʢʩ 

ʋʧʨʘʚʣʝʥʠʷ

IronPort

SenderBase



ʋʩʪʨʦʡʩʪʚʘ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ IronPort

Åɺʳʩʦʢʦʧʨʦʠʟʚʦʜʠʪʝʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, 

ʟʘʱʠʱʘʶʱʠʝ ʦʪ ʩʧʘʤʘ ʠ ʚʠʨʫʩʦʚ, 

ʧʦʟʚʦʣʷʶʱʠʝ ʩʦʟʜʘʚʘʪʴ ʧʦʣʠʪʠʢʠ ʜʣʷ ʧʦʯʪʳ

IronPort C350/C650
IronPort C150

IronPort X1050



ʂʦʥʩʦʣʠʜʘʮʠʷ ʧʨʦʜʫʢʪʦʚ ʥʘ ʛʨʘʥʠʮʝ 

ʩʝʪʠ
ɼʣʷ ɹʝʟʦʧʘʩʥʦʩʪʠ, ɾʠʚʫʯʝʩʪʠʠ ʣʝʛʢʦʛʦ ʋʧʨʘʚʣʝʥʠʷ

ɸʥʪʠ-ʉʧʘʤ

ɸʥʪʠ-ʚʠʨʫʩ

ʇʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ

ʄʘʨʰʨʫʪʠʟʘʮʠʷ ʧʦʯʪʳ

ɼʦ IronPort

ʂʦʤʧʣʝʢʩ ʙʝʟʦʧʘʩʥʦʩʪʠʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ IronPort

ʀʥʪʝʨʥʝʪ

ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ

MTAs

Groupware

ʇʦʣʴʟʦʚʘʪʝʣʠ

ʇʦʩʣʝIronPort

ʀʥʪʝʨʥʝʪ

ʇʦʣʴʟʦʚʘʪʝʣʠ

Groupware

ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ



ɸʨʭʠʪʝʢʪʫʨʘ IronPort 
ʜʣʷ ʤʥʦʛʦʫʨʦʚʥʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ

ʀʅʉʊʈʋʄɽʅʊʓ ʋʇʈɸɺʃɽʅʀʗ

ʄʊɸ-ʇʃɸʊʌʆʈʄɸASYNCOSÊ

ɿɸʑʀʊɸ ʆʊ 

ʉʇɸʄɸ

ʉʂɸʅʀʈʆɺɸʅʀɽ 

ʂʆʅʊɽʅʊɸ

ɿɸʑʀʊɸ ʆʊ 

ɺʀʈʋʉʆɺ

ɸʋʊɽʅʊʀ-

ʌʀʂɸʎʀʗ



AsyncOSÊ

ʈʝʚʦʣʶʮʠʦʥʥʘʷ ʧʣʘʪʬʦʨʤʘMTA

ʊʨʘʜʠʮʠʦʥʥʳʝ ʰʣʶʟʳ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ ʠ ʜʨʫʛʠʝ ʫʩʪʨʦʡʩʪʚʘ
ʋʩʪʨʦʡʩʪʚʦ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ IronPort

200
ɺʭʦʜʷʱʠʭ/

ʀʩʭʦʜʷʱʠʭ

ʧʦʜʢʣʶʯʝʥʠʡ

ʅʠʟʢʘʷ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ/

ʧʦʜʚʝʨʞʝʥʥʦʩʪʴ DoS

ʆʜʥʘ ʦʯʝʨʝʜʴ
ɼʣʷ ʚʩʝʭ 

ʘʜʨʝʩʘʪʦʚ

ɼʫʙʣʠʨʦʚʘʥʠʝ 

ʦʯʝʨʝʜʠ

ʟʘʜʝʨʞʠʚʘʝʪ

ɺʉʖʧʦʯʪʫ

ʆʯʝʨʝʜʠ ʧʦ 

ʘʜʨʝʩʘʪʘʤ

ʆʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʴ

ʠ

ʥʘʩʪʨʘʠʚʘʝʤʳʡ 

ʢʦʥʪʨʦʣʴ

10,000
ɺʭʦʜʷʱʠʭ/

ʠʩʭʦʜʷʱʠʭ

ʧʦʜʢʣʶʯʝʥʠʡ

ɺʳʩʦʢʘʷ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ/

ʛʘʨʘʥʪʠʨʦʚʘʥʥʘʷ

ʜʦʩʪʘʚʢʘ



Multi-layer Spam Defense
Best of Breed

ʀʅʉʊʈʋʄɽʅʊʓ ʋʇʈɸɺʃɽʅʀʗ

ʄʊɸ-ʇʃɸʊʌʆʈʄɸASYNCOSÊ

ɿɸʑʀʊɸ ʆʊ 

ʉʇɸʄɸ

ʉʂɸʅʀʈʆɺɸʅʀɽ 

ʂʆʅʊɽʅʊɸ

ɿɸʑʀʊɸ ʆʊ 

ɺʀʈʋʉʆɺ

ɸʋʊɽʅʊʀ-

ʌʀʂɸʎʀʗ

IronPortôs Reputation Filtersïʚʥʝʰʥʠʡ ʩʣʦʡ ʟʘʱʠʪʳ

IronPort Anti-Spam ïʟʘʱʠʱʘʝʪ ʦʪ ʰʠʨʦʢʦʛʦ ʩʧʝʢʪʨʘ ʫʛʨʦʟïʩʧʘʤ, phishing, fraud



ʋʨʦʚʝʥʴ ʨʦʩʪʘ ʩʧʘʤʘ

ʉʨʝʜʥʠʡ ʝʞʝʜʥʝʚʥʳʡ ʫʨʦʚʝʥʴ ʩʧʘʤʘ (ʤʠʣʣʠʘʨʜʳ ʩʦʦʙʱʝʥʠʡ )

+110%



ʈʦʩʪ ʩʧʘʤʘ ʩ ʠʟʦʙʨʘʞʝʥʠʷʤʠ
%

 +421%

% ʩʧʘʤʘ ʩʦ ʚʣʦʞʝʥʥʳʤʠ ʠʟʦʙʨʘʞʝʥʠʷʤʠ



ʉʧʘʤ ʩʪʘʥʦʚʠʪʩʷ ʠʟʦʱʨʝʥʥʝʝï

ʚʣʦʞʝʥʥʳʝ ʠʟʦʙʨʘʞʝʥʠʷ!

1. ñPolka dotsò2. ñSlice & Diceò



ʄʥʦʛʦʫʨʦʚʥʝʚʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ
ʇʨʝʚʝʥʪʠʚʥʘʷ + ʨʝʘʢʪʠʚʥʘʷ = ʪʱʘʪʝʣʴʥʘʷ 

ʟʘʱʠʪʘ

ʈʝʘʢʪʠʚʥʳʡ
ʩʣʦʡ+

ʅʝʤʝʜʣʝʥʥʘʷ ʨʝʘʢʮʠʷ

ʥʘ ʫʛʨʦʟʳ

ɺʳʩʦʢʘʷ

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ

ɾʝʩʪʢʠʡ ʚʥʝʰʥʠʡ ʩʣʦʡ

ɹʣʦʢʠʨʦʚʢʘ ʠʣʠ

ʦʛʨʘʥʠʯʝʥʠʝ ʩʢʦʨʦʩʪʠ

ɸʜʘʧʪʠʨʫʝʪʩʷ

ʩʦ ʚʨʝʤʝʥʝʤ

ʉ ʙʦʣʴʰʠʤ ʦʙʲʝʤʦʤ

ʚʳʯʠʩʣʝʥʠʡ

ʄʝʣʢʦʟʝʨʥʠʩʪʳʡ ʚʥʫʪʨʝʥʥʠʡ ʩʣʦʡ

ʋʜʘʣʷʡʪʝ ʠʣʠ ʦʪʧʨʘʚʣʷʡʪʝ 

ʚ ʢʘʨʘʥʪʠʥ

ɹʣʦʢʠʨʫʝʪ 

ʦʢʦʣʦ 80% 

ʩʧʘʤʘ 

ʧʨʷʤʦ ʥʘ 

ʰʣʶʟʝ!

ʇʨʝʚʝʥʪʠʚʥʳʡ
ʩʣʦʡ



ʉʝʪʴ IronPort SenderBaseÈ

ʇʝʨʚʘʷ ʠ ʩʘʤʘʷ ʙʦʣʴʰʘʷ ʩʠʩʪʝʤʘ 

ʨʝʧʫʪʘʮʠʡ

ɻʣʦʙʘʣʴʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʧʦʯʪʦʚʦʛʦ 

ʠ ʚʝʙ ʪʨʘʬʠʢʘ

80%
50%

40%

IronPort
CipherTrust

BorderWare

ʩʧʘʤ, ʧʦʡʤʘʥʥʳʡ ʬʠʣʴʪʨʦʤ 

ʨʝʧʫʪʘʮʠʠ

Source: www.ciphertrust.com and www.borderware.com, August 6, 2006

éʨʝʟʫʣʴʪʘʪʳ ʨʘʙʦʪʳ

120,000
4,000

8,000

IronPort
CipherTrust

BorderWare

ʂʦʥʪʨʦʣʠʨʫʤʳʝ ʩʝʪʠ

13 hours*
McAfee, Symantec, Sophos, CA, F-Secure, ...

IronPort

ʣʠʜʝʨʩʪʚʦ ʧʦ ʟʘʱʠʪʝ ʦʪ 

ʥʦʚʳʭ ʚʠʨʫʩʦʚ

* 6/2005 ï6/2006.  175 outbreaks identified. Calculated as publicly published signatures from the listed 

vendors.

120 000+ʩʝʪʝʡ

5 000 000 000+ʟʘʧʨʦʩʦʚ ʚ ʜʝʥʴ

150ʧʘʨʘʤʝʪʨʦʚ

25%+ʤʠʨʦʚʦʛʦ ʪʨʘʬʠʢʘ



SenderBaseÈ

ɼʘʥʥʳʝ ʠʤʝʶʪ ʟʥʘʯʝʥʠʝ

Å ʦʪʯʝʪʳ ʦ ʞʘʣʦʙʘʭ

Åʃʦʚʫʰʢʠ ʜʣʷ ʩʧʘʤʘ

Å ɼʘʥʥʳʝ ʦ ʩʪʨʫʢʪʫʨʝ 
ʩʦʦʙʱʝʥʠʷ

Å ɻʣʦʙʘʣʴʥʳʝ ʜʘʥʥʳʝ

Å ʉʧʠʩʢʠ URL

Å ʉʧʠʩʢʠ 
ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ 

ʭʦʩʪʦʚ

Å Web-òʧʘʫʢʠò

Å ʏʝʨʥʳʝ ʠ ʙʝʣʳʝ 
ʩʧʠʩʢʠ IP

Å ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ 
ʜʘʥʥʳʝ

ɼʘʥʥʳʝ
SenderBase

ɸʥʘʣʠʟ ʜʘʥʥʳʭ/
ʤʦʜʝʣʠʨʦʚʘʥʠʝ
ʙʝʟʦʧʘʩʥʦʩʪʠ

ʈʝʧʫʪʘʮʠʷ
SenderBase
ʦʪ -10 ʜʦ+10

ʇʘʨʘʤʝʪʨʳ
ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʫʛʨʦʟ ʚ 

ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ

ʰʠʨʦʢʠʡ ʩʧʝʢʪʨ ʜʘʥʥʳʭ ʜʣʷ ʚʳʩʦʢʦʡ 

ʪʦʯʥʦʩʪʠ ʨʝʧʫʪʘʮʠʠ



IronPort Reputation Filters 

ʦʩʪʘʥʘʚʣʠʚʘʶʪ ʙʦʣʝʝ 80% 

ʥʝʞʝʣʘʪʝʣʴʥʦʡ ʧʦʯʪʳ ʜʦ ʝʝ 

ʧʨʠʭʦʜʘé
Å ʀʟʚʝʩʪʥʦʝ

ʭʦʨʦʰʝʝ

ʜʦʩʪʘʚʣʷʝʪʩʷ

Åʇʦʜʦʟʨʠʪʝʣʴʥʦʝ

ʦʛʨʘʥʠʯʠʚʘʝʪʩʷ ʚ

ʩʢʦʨʦʩʪʠ ʠ ʧʨʦʚʝʨʷʝʪʩʷ

ʘʥʪʠʩʧʘʤʦʤ

Å ʀʟʚʝʩʪʥʦʝ

ʧʣʦʭʦʝ

ʫʜʘʣʷʝʪʩʷ / ʤʘʨʢʠʨʫʝʪʩʷ

ÅIronPort ʠʩʧʦʣʴʟʫʝʪ ʨʝʧʫʪʘʮʠʶ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ 

ʧʦʣʠʪʠʢ

Åʀʟʦʱʨʝʥʥʳʡ ʦʪʚʝʪ ʠʟʦʱʨʝʥʥʳʤ ʫʛʨʦʟʘʤ

ʉʠʩʪʝʤʘ
ʘʥʪʠʩʧʘʤʘ

ɺʭʦʜʷʱʘʷ ʧʦʯʪʘ

ʍʦʨʦʰʘʷ, ʧʣʦʭʘʷ ʠ ñʩʝʨʘʷò

ʠʣʠ ʥʝʠʟʚʝʩʪʥʘʷ ʧʦʯʪʘ

ʌʠʣʴʪʨʘʮʠʷ 

ʧʦ ʨʝʧʫʪʘʮʠʠ



ʆʛʨʘʥʠʯʝʥʠʝ ʦʙʲʸʤʘ ʠ ʩʢʦʨʦʩʪʠ 

ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ 

ʨʝʧʫʪʘʮʠʠ ʦʪʧʨʘʚʠʪʝʣʷ

Å ʛʦʨʘʟʜʦ ʙʦʣʴʰʝ, ʯʝʤ ʪʦʣʴʢʦ ʯʝʨʥʳʝ ʠ ʙʝʣʳʝ ʩʧʠʩʢʠ

Å ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ

Å ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʦʣʠʪʠʢʠ ʧʨʠʤʝʥʷʶʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ



IronPort Reputation Filters
ʋʯʝʙʥʳʡ ʧʨʠʤʝʨ Dell

Å ɿʘʜʘʯʘ Dell:
ï Dell ʧʦʣʫʯʘʝʪ 26 ʤʠʣʣʠʦʥʦʚʩʦʦʙʱʝʥʠʡ ʚ ʜʝʥʴ

ï ʊʦʣʴʢʦ 1,5 ʤʠʣʣʠʦʥʘïʣʝʛʠʪʠʤʥʳʝ ʩʦʦʙʱʝʥʠʷ

ï 68 ʩʫʱʝʩʪʚʫʶʱʠʭ ʰʣʶʟʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʟʘʧʫʱʝʥSpam Assassin,

ʥʝ ʦʙʣʘʜʘʶʪ ʪʦʯʥʦʩʪʴʶ

Å ʈʝʰʝʥʠʝ IronPort:
ï ʌʠʣʴʪʨʳ ʨʝʧʫʪʘʮʠʠ ʙʣʦʢʠʨʫʶʪ ʙʦʣʝʝ19 ʤʠʣʣʠʦʥʦʚʩʦʦʙʱʝʥʠʡ ʚ 
ʜʝʥʴ

ï 5,5 ʤʠʣʣʠʦʥʘʩʦʦʙʱʝʥʠʡ ʚ ʜʝʥʴ ʩʢʘʥʠʨʫʶʪʩʷ

ï 8 IronPort C60ʟʘʤʝʥʠʣʠ 68ʩʝʨʚʝʨʦʚ

Å ʊʦʯʥʦʩʪʴ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʫʚʝʣʠʯʠʣʘʩʴ ʚ 
10 ʨʘʟ

Å ʉʝʨʚʝʨʳ ʦʙʲʝʜʠʥʝʥʳ ʥʘ 70%

Å ʕʢʩʧʣʫʘʪʘʮʠʦʥʥʳʝ ʨʘʩʭʦʜʳ ʫʤʝʥʴʰʠʣʠʩʴ
ʥʘ75%

ñIronPort has

increased the

quality and

reliability of

our network

operations,

while

reducing our

costs.ò

-- Tim Helmsetetter
Manager, Global

Collaborative Systems

Engineering and

Service Management,

DELL CORPORATION



Dell Results: One Appliance, 7 Days

96% of all Inbound Mail Rejected or Dropped

19 M Msgs Rejected

930,000 Legitimate Msgs

150,000 Remaining Spam 

and Virus Dropped

2.1 M Invalid Recipients

22 M Msgs Attempted

Results from live, production systems



ʄʥʦʛʦʫʨʦʚʥʝʚʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ
ʇʨʝʚʝʥʪʠʚʥʘʷ + ʨʝʘʢʪʠʚʥʘʷ = ʪʱʘʪʝʣʴʥʘʷ 

ʟʘʱʠʪʘ

+

ʅʝʤʝʜʣʝʥʥʘʷ ʨʝʘʢʮʠʷ

ʥʘ ʫʛʨʦʟʳ

ɺʳʩʦʢʘʷ

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ

ɾʝʩʪʢʠʡ ʚʥʝʰʥʠʡ ʩʣʦʡ

ɹʣʦʢʠʨʦʚʢʘ ʠʣʠ

ʦʛʨʘʥʠʯʝʥʠʝ ʩʢʦʨʦʩʪʠ

ɸʜʘʧʪʠʨʫʝʪʩʷ

ʩʦ ʚʨʝʤʝʥʝʤ

ʉ ʙʦʣʴʰʠʤ ʦʙʲʝʤʦʤ

ʚʳʯʠʩʣʝʥʠʡ

ʄʝʣʢʦʟʝʨʥʠʩʪʳʡ ʚʥʫʪʨʝʥʥʠʡ ʩʣʦʡ

ʋʜʘʣʷʡʪʝ ʠʣʠ ʦʪʧʨʘʚʣʷʡʪʝ 

ʚ ʢʘʨʘʥʪʠʥ

ʇʨʝʚʝʥʪʠʚʥʳʡ
ʩʣʦʡ

ʈʝʘʢʪʠʚʥʳʡ
ʩʣʦʡ



IronPort AntiSpam
ʨʘʟʰʠʨʷʝʤ ʨʝʘʢʪʠʚʥʫʶ ʟʘʱʠʪʫ

Å ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʪʦʣʴʢʦ ʢʦʥʪʝʥʪʥʳʭ ʬʠʣʴʪʨʦʚ ʥʝʜʦʩʪʘʪʦʯʥʦ

Å ʈʝʧʫʪʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʫʣʫʯʰʘʝʪ ʟʘʱʠʪʫ

Å ɹʦʨʴʙʘ ʩ ʥʦʚʳʤʠ ʫʛʨʦʟʘʤʠ ʪʨʝʙʫʝʪ ʚʝʙ-ʨʝʧʫʪʘʮʠʶ

Time

TODAY
Effectiveness

ʂʫʜʘ? ʈʝʧʫʪʘʮʠʷ Web 
ʂʫʜʘ ɺʳ ʧʦʧʘʜʝʪʝ, ʧʝʨʝʡʜʷ ʧʦ 
ʩʩʳʣʢʝ?

ʂʪʦ? ʈʝʧʫʪʘʮʠʷ ʧʦʯʪʳ
ʂʪʦ ʧʦʩʳʣʘʝʪ ɺʘʤ ʵʪʦ ʧʠʩʴʤʦ?

ʏʪʦ? ʉʦʜʝʨʞʘʥʠʝ ʧʠʩʴʤʘ
ʏʪʦ ʩʦʜʝʨʞʠʪ ʚ ʩʝʙʝ ʧʠʩʴʤʦ?

ʂʘʢ? ʉʪʨʫʢʪʫʨʘ ʧʠʩʴʤʘ
ʂʘʢ ʩʦʩʪʘʚʣʝʥʦ ʩʦʦʙʱʝʥʠʝ?



URL

ʥʝʪ 

ʚʣʦʞʝʥʠʡ

ʥʝʪ ʧʣʦʭʦʛʦ

ʢʦʥʪʝʥʪʘ



IronPort ɸʥʪʠ-ʉʧʘʤ
ʆʙʟʦʨ ʧʨʝʩʩʳ

2007 ʊʝʭʥʦʣʦʛʠʷ ʛʦʜʘ: 

ʃʫʯʰʠʡ ɸʥʪʠ-ʉʧʘʤ
ʗʥʚʘʨʴ2007

ʇʨʦʪʝʩʪʠʨʦʚʘʥʥʳʝ ʢʦʥʢʫʨʝʥʪʳ : 

Symantec, Microsoft, Mirapoint, ProofPoint

ñʣʝʛʢʘʷ ʫʩʪʘʥʦʚʢʘò 

ñʧʨʝʢʨʘʩʥʘʷ ʩʧʘʤ 

ʬʠʣʴʪʨʘʮʠʷò 

ñʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʥʘʩʪʨʦʝʢò 

ñʤʠʥʠʤʘʣʴʥʳʡ ʫʨʦʚʝʥʴ 

ʣʦʞʥʳʭ ʩʨʘʙʘʪʳʚʘʥʠʡò

ʇʦʙʝʜʠʪʝʣʴ ʥʦʤʠʥʘʮʠʠ 

ʣʫʯʰʠʡ ʘʥʪʠ-ʩʧʘʤ
ɼʝʢʘʙʨʴ2006

ʇʨʦʪʝʩʪʠʨʦʚʘʥʥʳʝ ʢʦʥʢʫʨʝʥʪʳ: 

CipherTrust, Borderware, Sophos, SonicWall

ñʇʨʝʚʦʩʭʦʜʩʪʚʦIronPort . . . 

ʚʠʜʠʪʩʷ ʦʯʝʥʴ ʷʩʥʦò

ñʄʳ ʥʝ ʧʦʪʝʨʷʣʠ ʥʠ ʦʜʥʦʛʦ 

ʣʝʛʠʪʠʤʥʦʛʦ ʩʦʦʙʱʝʥʠʷò

ñ...(IronPort) ʘʙʩʦʣʶʪʥʳʡ 

ʧʦʙʝʜʠʪʝʣʴ ʪʝʩʪʦʚò



ɺʝʜʫʱʘʷ, ʤʥʦʛʦʫʨʦʚʥʝʚʘʷ 

ʟʘʱʠʪʘ ʦʪ ʚʠʨʫʩʦʚ

ʀʅʉʊʈʋʄɽʅʊʓ ʋʇʈɸɺʃɽʅʀʗ

ʄʊɸ-ʇʃɸʊʌʆʈʄɸASYNCOSÊ

ɿɸʑʀʊɸ ʆʊ 

ʉʇɸʄɸ

ʉʂɸʅʀʈʆɺɸʅʀɽ 

ʂʆʅʊɽʅʊɸ

ɿɸʑʀʊɸ ʆʊ 

ɺʀʈʋʉʆɺ

ɸʋʊɽʅʊʀ-

ʌʀʂɸʎʀʗ

IronPortôs Virus Outbreak Filtersïʦʩʪʘʥʦʚʠʪʝ ʚʠʨʫʩ ʟʘ 14 ʯʘʩʦʚ ʜʦ ʧʦʷʚʣʝʥʠʷ ʩʠʛʥʘʪʫʨ

Sophos AntiVirus ïʦʩʥʦʚʘʥʥʦʝ ʥʘ ʩʠʛʥʘʪʫʨʘʭ ʨʝʰʝʥʠʝ ʩ ʧʨʝʚʦʩʭʦʜʥʦʡ ʪʦʯʥʦʩʪʴʶ



IronPort Outbreak Filters 
ʄʠʥʠʤʠʟʠʨʫʡʪʝ ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ ʨʝʘʢʮʠʠ!



Traditional AV Solutions Arenôt 
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Calculated as publicly published signatures from the following vendors: Sophos, Trend Micro, Computer Associates, F-Secure, Symantec and McAfee.  If signature time is not 

available, first publicly published alert time is used.
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IronPort SenderBaseÈ Network
First, Biggest, Best Reputation System

Over 100,000 contributing networks
Over 20M IP addresses tracked globally

View into over 25% of email traffic
Over 110 parameters tracked

Global Email and Web Traffic Monitoring

ʏʪʦ ʧʨʦʠʩʭʦʜʠʪ
ʇʈʗʄʆ ʉɽʁʏɸʉ?



Introducing Virus Outbreak Filters
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Calculated as publicly published signatures from the following vendors: Sophos, Trend Micro, Computer Associates, F-Secure, Symantec and McAfee.  If signature time is not 

available, first publicly published alert time is used.



ʂʘʢ ʨʘʙʦʪʘʝʪVirus Outbreak Filters
ɼʠʥʘʤʠʯʝʩʢʠʡ ʢʘʨʘʥʪʠʥ ʚ ʜʝʡʩʪʚʠʠ

T = 0
ïzip (exe)

T = 5 ʤʠʥʫʪ
-zip (exe)

- ʦʪ 50 ʜʦ55 ʂɹʘʡʪ

T = 10 ʤʠʥʫʪ
ïzip (exe)

ïʦʪ 50 ʜʦ55 Kɹʘʡʪ

ïʚ ʥʘʟʚʘʥʠʠ ñPriceò

T = 8 ʯʘʩʦʚ
ïʆʪʧʫʩʪʠʪʴ

ʩʦʦʙʱʝʥʠʷ,

ʝʩʣʠ ʧʨʦʠʟʦʰʣʦ

ʦʙʥʦʚʣʝʥʠʝ ʩʠʛʥʘʪʫʨ

ʉʦʦʙʱʝʥʠʷ

ʩʢʘʥʠʨʫʶʪʩʷ

ʠ ʫʜʘʣʷʶʪʩʷ

ʧʨʝʚʝʥʪʠʚʥʘʷ ʟʘʱʠʪʘ (VOF) ʨʝʘʢʪʠʚʥʘʷ ʟʘʱʠʪʘ

(Sophos)



Virus Outbreak Filters Advantage

Average lead time*ééééééééééover 13 hours

Major Outbreaks blocked * ééééééééé175 outbreaks

Total incremental protection*ééééé.over 94 days

* June 2005 ïJuly 2006. Calculated as publicly published signatures from the following vendors: Sophos, McAfee , Trend Micro, Computer 

Associates, F-Secure, Symantec and McAfee.  If signature time is not available, first publicly published alert time is used.

Virus Name Date Virus Description Lead Time 

(hh:mm)

Troj/Dloadr-BCK 7/24/07 Installs spyware on infected PCs. 10:06

Troj/Yar-A 5/24/07 Widely-spammed out email teaser promising a trailer of the film 

"Pirates of the Caribbean 3ñ.  Downloads spyware onto infected 

computers.

3:20

Trojan.Dropper 5/10/07 Trojan that attempts to download malicious code. 10:40

W32.Virut!dr 4/12/07 Spammed email that asks recipients to open spyware attachments 

entitled ñdocument.txt.exeò and ñvideo.zipò.  
31:12

Troj/DwnLdr-GFN 3/4/07 Installs backdoor and communicates via HTTP, thus bypassing 

firewall filters.
17:31

W32/WowPWS-AU 3/3/07 Mass mailing worm that sends emails with the subject: "Chinese 

test missile obliterates satellite!ñ.  Asks users to open spyware 

infected file.

6:51

Troj_Agent.JAW 1/14/07 Spammed email message that contains PDF attachment.  Once 

attachment is opened, backdoor is installed for remote hackers to 

access the PC.

20:08



ɺʘʨʠʘʥʪ MyDoomðMyDoom.BB (ʌʝʚʨʘʣʴ15, 2005)

ʂʦʤʧʘʥʠʷ G2000 ʟʘʱʠʱʝʥʘ IronPortôs Virus Outbreak Filters 
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ʩʠʛʥʘʪʫʨʘ ʘʥʪʠʚʠʨʫʩʘ

22:54 GMT (ʩʣʝʜʫʶʱʠʡ ʜʝʥʴ)
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IronPort Outbreak Filters 
ɿʘʱʠʪʘ ʢʦʤʧʘʥʠʠ G2000 ʦʪ MyDoom.BB

$65K ʩʦʭʨʘʥʝʥʦ@ $200/ʥʘ ʨʘʙʦʯʝʝ ʤʝʩʪʦ, 5% ʟʘʨʘʞʝʥʦ



IronPort Virus Outbreak Filter

ʫʩʧʝʰʥʦʝ ʧʨʠʤʝʥʝʥʠʝ

ñʤʳ ʩʦʭʨʘʥʠʣʠ$1.2M ʚ 

ʪʝʯʝʥʠʠ 7 ʤʝʩʷʮʝʚ ʩ 

ʧʦʤʦʱʴʶOutbreak Filtersò

ñʉ Outbreak Filters 

ʤʳ ʥʝ ʧʨʦʧʫʩʪʠʣʠ 

ʥʠ ʦʜʥʦʡ ʘʪʘʢʠ !ò

ñʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ 

24,000 ʩʦʦʙʱʝʥʠʡ ʩ 

ʚʠʨʫʩʘʤʠ ʟʘ 9 ʤʝʩʷʮʝʚò

*Assumes 20% of viral messages opened and $500 per desktop clean-up costs.

ʆʪʯʝʪʳ ʦ Virus Outbreak Filters

Published Daily at: 

http://www.ironport.com/toc



IronPort Content Scanning
ʌʠʣʴʪʨʘʮʠʷ ʚʭʦʜʷʱʠʭ / ʠʩʭʦʜʷʱʠʭ ʩʦʦʙʱʝʥʠʡ 

ʜʣʷ ʩʦʦʪʚʝʪʩʪʚʠʷ ʪʨʝʙʦʚʘʥʠʷʤ

Å Flexible Policy Enginefrom Blocking Attachments to Enforcing Regulatory Compliance

Å Compliance Solutions and Encryption keep communications private and secure

ʀʅʉʊʈʋʄɽʅʊʓ ʋʇʈɸɺʃɽʅʀʗ

ʄʊɸ-ʇʃɸʊʌʆʈʄɸASYNCOSÊ

ɿɸʑʀʊɸ ʆʊ 

ʉʇɸʄɸ

ʉʂɸʅʀʈʆɺɸʅʀɽ 

ʂʆʅʊɽʅʊɸ

ɿɸʑʀʊɸ ʆʊ 

ɺʀʈʋʉʆɺ

ɸʋʊɽʅʊʀ-

ʌʀʂɸʎʀʗ



Email Authentication
Superior Security and Identity Protection

Å DomainKey Signing- establishes and protects your identity on the Internet

Å IronPort Bounce Verificationïprotects from misdirected bounce attacks 

Å Directory Harvest Attack Preventionïblocks attempts to steal email directory information

ʀʅʉʊʈʋʄɽʅʊʓ ʋʇʈɸɺʃɽʅʀʗ

ʄʊɸ-ʇʃɸʊʌʆʈʄɸASYNCOSÊ

ɿɸʑʀʊɸ ʆʊ 

ʉʇɸʄɸ

ʉʂɸʅʀʈʆɺɸʅʀɽ 

ʂʆʅʊɽʅʊɸ

ɿɸʑʀʊɸ ʆʊ 

ɺʀʈʋʉʆɺ

ɸʋʊɽʅʊʀ-

ʌʀʂɸʎʀʗ



IronPort ʧʦʢʫʧʘʝʪPostX
ʀʥʥʦʚʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ

Å8/10 ʠʟ ʢʨʫʧʥʝʡʰʠʭ ʤʠʨʦʚʳʭ ʧʨʦʚʘʡʜʝʨʦʚ

Å42/100 ʠʟ ʢʨʫʧʥʝʡʰʠʭ ʤʠʨʦʚʳʭ ʢʦʤʧʘʥʠʡ

Å25% ʚʩʝʛʦ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ ʚ ʤʠʨʝ

Å450 ʩʦʪʨʫʜʥʠʢʦʚ

ɼʦʤʠʥʠʨʫʶʱʠʡ ʠʛʨʦʢ ʥʘ ʨʳʥʢʝ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ é

éʚ ʩʦʯʝʪʘʥʠʠ ʩ ʣʠʜʝʨʦʤ 

ʰʠʬʨʦʚʘʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ

Å#1 ʢʨʫʧʥʝʡʰʠʡ ʙʘʥʢ

Å#1 F500 ʢʨʫʧʥʝʡʰʘʷ ʩʪʨʘʭʦʚʘʷ ʢʦʤʧʘʥʠʷ

Å#1 ʢʨʫʧʥʝʡʰʘʷ ʢʦʤʧʘʥʠʷ (ʢʨʝʜʠʪʥʳʝ ʢʘʨʪʳ)

Å60ʩʦʪʨʫʜʥʠʢʦʚ



ʇʨʦʙʣʝʤʘ ʦʙʨʘʪʥʳʭ ʩʦʦʙʱʝʥʠʡ




